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1 Introduction
Microsoft Office 365 provides a cost effective and scalable public cloud option that allows customers to take advantage of Lync, Exchange, and SharePoint services online. Office 365 is suitable for a wide range of customers, but does not yet support all features of the corresponding on-premises server products, and may not meet all unique requirements related to:
· Data Sovereignty

· Compliance

· Customization

· And in the case of Lync specifically, Enterprise Voice, which is not available as part of the Lync Online services offering.
This document defines a multi-forest architecture, which uses Active Directory resource forests to provide full Lync and Exchange functionality for hosted tenants. The solution combines the full feature set of an on-premises deployment with the management, scalability, and TCO (total cost of ownership) benefits of an online deployment.

In simple terms, it can be viewed as a typical multi-forest deployment, but instead of the resource forests being hosted on-premises, they are external to your company. For example:
1. Customer user forest   contains all production user and machine accounts plus Exchange 2013 services on-premises for a subset of users, but none of the Lync 2013 services.
2. Lync resource forest   provides full Lync 2013 functionality, including Enterprise Voice capability from a partner hosted data center, while maintaining the security boundary between Lync and Exchange environments.
3. Exchange Online resource forest   provides all Exchange 2013 functionality from a Microsoft hosted data center. The multi-tenant Exchange Online service supports the same basic functionality as Exchange on-premises, including Exchange Unified Messaging (UM), public folder migration, and Global Address List (GAL) segmentation. See Exchange Online for details.

Note:   The Exchange Online resource forest is a hosted online environment shared with other customers (commonly referred to as tenants), and should not be confused with the Exchange Online Office 365 Dedicated service (previously known as BPOS-D). See the Microsoft Exchange Online for Enterprises Service Description for details.
1.1 What problem are we trying to solve?
The multi-forest model is provided for customers that want to have some, or all, of their users online, but also want to take advantage of Lync 2013 Enterprise Voice, which is not currently available in an Office 365 (O365) multi-tenant environment.

While the multi-forest topology drawings are complex and may appear to be intimidating, they represent a standard resource forest deployment model that is fully documented and supported. In a typical deployment, Lync and Exchange are deployed in the same resource forest, and if configured properly interoperability is automatic. However, when Lync and Exchange are in separate resource forests, and there is no trust between the resource forests, additional configuration is needed to enable parity in functionality, as described in the following list:
· UM dial plan, server, and auto attendant objects in the Exchange resource forest must be manually duplicated in the Lync resource forest (basically you're manually performing what ExchUcUtil/OCSUmUtil do automatically)

· User object attribute mapping is a bit more complicated, but this document guides you through the process
· Directory Synchronization (DirSync) - multiple processes must be configured; one for each resource forest

· Certificate Authority trust relationships must be established between forests

· Mail routing is complicated if Exchange is configured on-premises and online

· GAL visibility (Exchange Online dedicated only)

· Free/Busy information (Exchange Online dedicated only)

2 About this document
This section describes the scope of this document and the assumptions and naming conventions used in this document.
2.1 Document scope
The scope of this document is limited to the following:

· Certificate, port, and DNS requirements for multi-forest operation

· Multi-forest trust requirements

· High level description of Identity management process and requirements

· Summary of components involved in multi-forest operations, including external user access requirements

· Description of process for configuring and enabling multi-forest Unified Messaging

The following items are not covered within the scope of this document:

· Password synchronization between forests

· SharePoint connectivity or interoperability

· Operational procedures to manage the infrastructure

· Dial-in conferencing planning, design and configuration

· Lync or Exchange architecture / design guidance

· Enterprise Voice planning or deployment

· Lync server resource forest deployment

· External user access planning or deployment

· Server hardware requirements

· Monitoring server planning or deployment (including reporting)

· Archiving planning or deployment

· Bandwidth management and quality assurance guidance

· Dependent infrastructure requirements

· Backup and recovery

· Guidance for delegation of account provisioning activities

2.2 Document assumptions
This document is written with the following assumptions about the environment:

· Exchange Online DirSync is configured to support rich coexistence

· There is a single domain within each of the forests

2.3 Naming conventions

The following naming conventions are used in this document:
· Customer user forest domain is contoso.com
· Lync resource forest domain is lyncpartner.com
· Exchange Online resource forest domain is exchonline.com
3 Environment design and configuration

The The scenarios described in this document are based on the following environment design configurations.

3.1 Public Key Infrastructure (PKI)

An approved Public Key Infrastructure (PKI) provider is used in each forest requiring public certificates. For details, see Approved Lync Server 2013 PKI Vendors.

3.2 User management and provisioning

User management and provisioning occurs as described in the following list:

4. Initial AD user account creation – In the Customer user forest
5. Exchange mailbox creation – In the Exchange Online resource forest for Exchange Online users. You can also do this from the Customer user forest using Windows PowerShell
6. Lync IM/P and Enterprise Voice accounts are enabled in the Lync resource forest
7. Lync attribute extension and UM is enabled in the Lync resource forest, but the change is performed from the Exchange Online resource forest for Exchange Online users

3.3 General environment configuration

The following list describes the environment prerequisites for configuring this scenario:

· All Lync resource forest user accounts are configured as “disabled user accounts” rather than contact objects

· All Exchange Online resource forest user accounts are configured as “enabled user accounts”

· Lync Server is deployed in a resource forest configuration using the process described in Deploying Lync Server 2010 in a Multiple Forest Environment.
· All Lync services are delivered from the Lync resource forest in the Partner hosted data center; there are no Lync services deployed in the Customer user forest.
· All Exchange services are delivered from the Exchange Online resource forest in the Microsoft O365 environment; there are no Exchange services deployed in the Customer user forest

· You’ve followed the four preparation steps for deploying Exchange Online. For details, see Plan For Exchange Online in Office 365.
· Hardware used for Lync Server 2013 and integration with any of its resources or components meets the requirements described in Server hardware platforms for Lync Server 2013.
· The network has adequate capacity and performance for the Lync and Exchange features you are using. The network must also support real-time workloads such as voice and audio conferencing.
· Interoperability between Lync Server and 3rd party PBX systems is only planned for those systems qualified to work with Lync Server. For details, see Infrastructure qualified for Microsoft Lync.
· Users that are not using Enterprise Voice will be provisioned for Lync and will have an Active Directory account that:

· Has a SIP address type set to their SMTP address format

· Has a regional pool set as the registrar pool for their account 

· Has a set conferencing policy

· In addition, user that are using Enterprise Voice features also:

· Have a Line URI defined in a standards-compliant format for their Active Directory account. This format will be different for outbound-only and PBX-replacement users so that inbound calls to Lync can be routed appropriately

· Are assigned a dial plan and voice policy

4 Overview of the multi-forest model
As shown in the two figures in this section, the proposed solution involves a resource forest model with three separate forests. This configuration provides the security boundaries necessary for working with multiple hosting providers. For example:

· The Lync resource forest has a forest trust with the Customer user forest, but does not have a trust relationship with the Exchange Online resource forest.
· The Lync resource forest trust is one-way, meaning the resource forest trusts the Customer user forest but the Customer user forest does not trust either the Lync or Exchange Online resource forests.
· The Customer user forest has a federation trust relationship with the Exchange Online resource forest via the Microsoft federation gateway (MFG).
· Exchange services can be provided by the Exchange Online resource forest only (Figure 1) or by both the Customer user forest and Exchange Online resource forest (Figure 2). The multi-forest model supports either scenario, but the same deployment process will not work for both.
When combined, this configuration enables different partners to provide Lync and Exchange services to the Customer user forest in a secure manner and totally isolated from of each other. In addition, all account creation and identity management in all forests is driven from the Customer user forest.

The purpose of this document is to provide technical design guidance to facilitate the production deployment of Lync Server 2013 in a resource forest, plus an understanding of the components required for Exchange 2013 Online connectivity and interoperability.

This document does not provide prescriptive guidance on the installation and configuration of Lync Server 2013 or Exchange Server 2013.

For guidance on the installation and configuration of Lync Server 2013 in a resource forest, see Deploying Lync Server 2010 in a Resource Forest Topology. Though created for Lync Server 2010, the guidance is valid for Lync Server 2013 as well.
For guidance on the installation and configuration of Exchange Online, see Configure Exchange Online for Office 365 for Enterprises
For guidance on the installation and configuration of Exchange Server 2013 in a resource forest, see Deploy Exchange 2010 in an Exchange Resource Forest Topology.
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Figure 1: Multi-forest Model with Exchange Online: Customer user forest, Lync in Partner Hosted Data Center, and Exchange Online Multi-tenant
Important:   To deploy the multi-forest model shown in Figure 1, follow the deployment guidance in Scenario A: Lync Server with Exchange Online (Multi-tenant) Implementation Details.
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Figure 2: Multi-forest Model with Exchange Hybrid: Customer user forest with Exchange on-premises, Lync in Partner Hosted Data Center, and Exchange Online Multi-tenant
Important:   To deploy the multi-forest model shown in Figure 2, follow the deployment guidance in Scenario B – Lync Server with Exchange Hybrid (Online Multitenant with on-premises).
4.1 Customer on-premises Environment (Customer user forest)
The Customer user forest is the source for the following:

· All Active Directory “enabled” user accounts. They are created in the Customer user forest and provisioned as “disabled” user accounts in the Lync resource forest, and as “enabled” user accounts in the Exchange Online resource forest.

· Active Directory synchronization; meaning all directory synchronization generates from the Customer user forest Active Directory. The customer’s Active Directory does not receive updates from either the Lync or Exchange Online resource forest Active Directories.

· Account provisioning and identity management

· Password change synchronization

· All other services and applications other than Lync and Exchange

· Forest Trust source for the Lync resource forest; the Lync resource forest trusts the Customer user forest

· Federation Trust source for the Exchange Online resource forest; the Exchange Online resource forest trusts the Customer user forest through a trust relationship managed by the Office 365 Microsoft federation gateway

Users sign in with their enabled user account, which is located in the Customer user forest Active Directory. Because there is a corresponding disabled user account in the Lync resource forest, the user in the Customer user forest can access resources that are physically located in the Lync resource forest using pass-through authentication. If passwords are synchronized, they can do so without having to authenticate in the Lync resource forest.

If Exchange is deployed in an on-premises resource forest, the same applies. But when users connect to Exchange services in the Exchange Online resource forest, they are actually connecting to an enabled user account using identity federation and claims based authentication, so it is not necessary to synchronize passwords.

From the perspective of the Customer user forest, the Lync and Exchange services are configured and function the same as if they were in on-premises resource forests that are hosted internally.
You should also note the following:

· The Customer user forest schema does not get extended for either Lync or Exchange; that occurs directly in the Lync and Exchange Online resource forests respectively.

· If not using public certificates in the Customer user forest, publish the Trusted Root certificate and any intermediate certificates from the Lync resource forest into the Trusted Root Certification Authorities Store of the Customer resource forest.

4.2 Lync in a partner data center (Partner-hosted Resource Forest)
This document covers the scenario in which Lync voice and dial-in conferencing capabilities are provided by a partner. The Lync resource forest in the partner hosted data center contains the customer’s complete Lync infrastructure and provides access to the partner’s carrier network and associated DID numbers for Enterprise Voice users. Lync 2013 is installed in the partner data center using the standard resource forest deployment process.

Disabled users accounts in the Lync resource forest are enabled for Lync features (IM/P, Enterprise Voice, etc.) from within the Lync resource forest, not the Customer user forest. The exception is UM settings; they are duplicated manually using the Exchange Online resource forest user account settings. They can also be pushed from the Customer user forest, depending on the Identity Management process being used.

The assumption is that the following components are set up in the Lync Partner Data Center and that disabled user accounts in the Lync resource forest are assigned the following based on their location and authorization:

· Lync Dial Plan

· Voice Policy

· Gateway(s)

· Routes and PSTN Usages

If not using public certificates in the Lync resource forest, publish the Trusted Root certificate and any intermediate certificates from the Customer user forest into the Trusted Root Certification Authorities Store of the Lync resource forest.

4.3 Exchange Online (Multi-Tenant Resource Forest)

The Exchange Online environment is provided by Microsoft as a service and, as a result, customer configuration requirements are limited to configuring their on-premises environment to:

· support external user access
· establish directory synchronization
· potentially, provision the enabled user accounts, which includes modifying specific attributes
As part of the Exchange Online service you get anti-spam and anti-malware courtesy of FOPE (Forefront Online Protection for Exchange); you can still continue to use an existing email filtering solution if you want to.

Some differences between Exchange 2013 on-premises and Exchange Online are that the private or public computer choice in Outlook Web App (OWA) isn’t available. If you’re using the full Outlook client, Outlook 2010 or Outlook 2013 is required; Outlook 2007 isn’t supported. You can’t segment your GAL, and there is no public folder support. There’s also no S/MIME support.

The Exchange Online resource forest has a federation trust relationship with the Customer user forest and does not require publishing the Trusted Root certificate or any intermediate certificates from the Customer user forest into the Trusted Root Certification Authorities Store of the Exchange Online resource forest

4.4 Deployment considerations

The following lists the challenges encountered when configuring Lync and Exchange in separate resource forests that do not have a trust relationship between them:

· Attributes   In a typical deployment, Lync and Exchange are installed in the same forest allowing each user account to share many of the same attributes when the user is enabled for both Lync and Exchange. This simplifies the provisioning process and streamlines Lync and Exchange interoperability.

In the multi-forest model, each user signs in using an enabled account in the Customer user forest, but each resource forest also contains an account representing the user, and the three accounts do not automatically share any attributes. Since there is no trust between the Exchange and Lync resource forests, Exchange cannot update the corresponding disabled user account in the Lync resource forest; and Lync cannot update the corresponding enabled user account in the Exchange Online resource forest. The workaround is to provide some form of directory synchronization to create the Lync and Exchange resource forest user accounts and a method for manipulating attributes on user accounts in each of the forests.

· Identity Management   The provisioning process for a new user must trigger a series of tasks that create corresponding disabled user accounts in the Lync resource forest and enabled user accounts in the Exchange Online resource forest, enables those accoutns for some or all of the Lync features, creates Exchange mailboxes, pushes UM settings to the Lync disabled user account, and sets the appropriate UM server values based on the assigned UM dial plan.

There is no error correction in place to guarantee that all steps of the process occurred at all or that they were successful if they did. Therefore, it is recommended that some form of automated provisioning process is in place that supports performing tasks in order, delaying the start of one task until the previous one completes, delaying the start of a new task until a certain attribute is populated, etc. FIM (Forefront Identity Manager) is one option for identity management, but not a requirement for the multi-forest model described in this document.

5 Prerequisites for configuring Lync Server with Exchange Online

The following section defines the components and features required to successfully deploy the multi-forest model described in this document. Public Key Infrastructure (PKI), Domain name System (DNS), and forest trust relationships are required to successfully install Lync and Exchange. DirSync, Identity Management and Password Synchronization can be installed / configured afterwards and are not technically required, but highly recommended for any deployment with more than 25 users.
5.1 Public Key Infrastructure (PKI)

Certificates are digital IDs that identify a server by name and specify its properties. To ensure that the information on a certificate is valid, the certificate must be issued by a CA (Certificate Authority) that is trusted by clients or other servers that connect to the server. If the server connects only with other clients and servers on a private network, the CA can be an enterprise CA. If the server interacts with entities outside the private network, a public CA might be required.

Even if the information on the certificate is valid, there must be some way to verify that the server presenting the certificate is actually the one represented by the certificate. This is where the Windows PKI (Public Key Infrastructure) comes in, and this document assumes that Windows server provides the PKI for establishing and validating the chain of trust for internal certificates.
Lync Server and Exchange Server rely on certificates for server authentication and to establish a chain of trust between clients and servers and among the different server roles. In a single forest deployment, Lync and Exchange servers automatically share the same public and private CAs as the users requesting access to services. However, the multi-forest model described in this document separates Lync and Exchange services from each other and from the users they provide services for.
To compensate for this separation of services, ensure that the Trusted Root certificate and any intermediate certificates from the Customer user forest are imported into the Trusted Root Certification Authorities Store in both the Lync and Exchange Online resource forests.

The Lync and Exchange Online resource forests require public certificates and they should be provided by a PKI vendor that is approved for Lync server. For details, see Unified Communications certificate partners.

5.2 Domain Name System (DNS)

In general, DNS requirements are the same as those used in a single forest deployment with a few small exceptions outlined below:

Internal / External DNS – Users with mailboxes in the Customer user forest must be able to resolve Exchange services that are in the Customer user forest itself. They must also be able to resolve Lync and Exchange services in the Lync and Exchange resource forests. 

DNS records required for resource forest deployments of Lync and Exchange are the same as for single forest deployments and all DNS records are created in the Customer user forest DNS zone (for example, internal and external contoso.com zones). The only difference is that some of the records point to resources in a different forest and accessed via DNS conditional forwarding or stub zones. For details, see the “Make Changes to Global DNS Settings” section within Scenario A or Scenario B.

There are three distinct DNS deployments in this model and, with several exceptions, they operate independently:

8. Clients and servers in the Customer user forest must be able to resolve names of Lync and Exchange servers located in the Lync and Exchange resource forests. This can be accomplished using either stub zones or conditional forwarding; which one you choose depends on the version of DNS in use:

· Use conditional forwarding if your DNS supports it and you don’t want to open the ports required for Stub Zone replication

· Use Stub Zones if your DNS doesn’t support conditional forwarding or it is the preferred approach

9. Client and servers in the Lync resource forest must be able to resolve the FQDNs of on-premises Exchange UM servers located in the Customer user forest.
10. Clients and servers in the Lync resource forest must be able to resolve the FQDNs of Online Exchange UM (Unified Messaging) servers located in the Exchange resource forest.
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Figure 3: DNS Name Resolution Overview
5.3 Trust relationships
With the multi-forest model described in this document, two types of trust relationships are required; an AD forest trust for Lync and a federation trust for Exchange Online. In both cases, enabled user accounts reside in the Customer user forest and the Exchange Online resource forest; while disabled user accounts reside in the Lync resource forest. 

By design, there is no trust relationship between the Lync and Exchange resources forests, which prevents unauthorized access from one resource forest to the other. As a result, the two resource forests must be managed separately.

5.3.1 Active Directory Forest Trust

A one-way trust relationship is required between the Lync resource forest and the Customer user forest so that users can authenticate to the Customer user forest but access services in the Lync resource forest. Create a “forest” trust instead of an “external” trust because an external trust only supports NTLM, while a forest trust supports both NTLM and Kerberos, and therefore won’t limit Lync client authentication options.

Trusts are configured as one-way to prevent unauthorized access to the Customer user forest from the Lync resource forest. For details, see How Domain and Forest Trusts Work.

5.3.2 Office 365 Federation Trust
Office 365 introduces the concept of a “federation” trust, which unlike an Active Directory (AD) forest trust is not point to point, but involves a trust broker that acts as an intermediary between two or more organizations. So, instead of having to setup up trusts with each other, the Customer user forest and the Exchange Online resource forest each establish a federation trust with the MFG (Microsoft federation gateway). The MFG is responsible for securely managing authentication between the two environments and since both forests trust the MFG, they implicitly trust each other provided the MFG is configured to allow it. For details, see Exchange Server 2013 Federation and Create a Federation Trust.

Trust relationships between resource forests in a 3-forest deployment
	Resource forest
	Exchange Online
	Lync Server
	Customer

	Exchange Online
	n/a
	n/a
	Exchange Online resource forest trusts Customer user forest via a “federation trust”

	Lync Server
	n/a
	n/a
	Lync resource forest trusts Customer user forest via an Active Directory “forest trust”

	Customer
	n/a
	n/a
	n/a


5.4 Active Directory Synchronization (DirSync)
For each user account in the Customer user forest, you must create a corresponding disabled user account in the Lync resource forest and an enabled user account in the Exchange Online resource forest. Directory synchronization is the process responsible for creating the disabled / enabled user accounts in the Lync and Exchange resource forests respectively.

However, the user accounts created by directory synchronization are not activated by default, and users in the Customer user forest cannot authenticate to inactive accounts in Lync or Exchange Online resource forests. If administrators activate the user accounts and enable them for specific services (for example IM and Presence in the Lync resource forest, or a mailbox in the Exchange Online resource forest) users can then use pass through authentication (Lync) or claims based authentication (Exchange Online) to gain access.

5.4.1 Directory Synchronization with Exchange Online

Performing directory synchronization with Office 365 requires a special version of DirSync, which can be downloaded from the Office 365 Admin web site. The O365 DirSync tool creates an enabled user account in the Exchange Online resource forest for all mail-enabled users in the Customer user forest Active Directory, as well as for distribution groups and global contacts. Subsequent updates to user accounts—such as adding, deleting, or modifying user accounts—are pushed by the O365 DirSync tool to Exchange Online.

Objects that have been synchronized will appear immediately in the GAL; however they may not appear in the Offline Address Book (OAB) or in Microsoft Lync Online for up to 24 hours.

Changes made in Exchange Online are not synchronized to the Customer user forest Active Directory unless the administrator enables an optional feature called Directory Sync write-back, or two-way synchronization.
5.4.1.1 Exchange Online Attribute Write-back
Directory Sync write-back makes it easier for organizations that configure a hybrid deployment between Exchange Server 2013 on-premises and Exchange Online to move cloud mailboxes back on-premises. When users are moved back on-premises, Directory Sync write-back automatically updates selected Active Directory properties to preserve their ability to reply to historical messages in their mailboxes. It also brings users’ safe and blocked sender lists back to the on-premises environment.

Directory Sync write-back is required to support safe / blocked senders lists and Online UM. It is also required for organizations that deploy Exchange Online Archiving, a cloud-based email archive for users with on-premises Exchange Server 2013 mailboxes but out of scope for this document. See Plan for directory synchronization for Office 365 for details.
5.4.2 Directory Synchronization Tools

There are four directory synchronization options available from Microsoft, but only two—FIM and O365 DirSync—are used in the multi-forest model described in this document. The other two options are documented for reference to explain why they don’t work for the multi-forest model.

11. LcsSync.exe   Used for synchronizing users and groups from a user forest into a central forest as contact objects.
Important:   The multi-forest model requires users in the Customer user forest to be synchronized into the Lync Server resource forest as disabled user accounts, not contact objects.

12. SID Mapping Tool   SIDMap.wsf is a utility that comes with the Lync 2010 resource kit. It will map the ObjectSIDs of user accounts in the Customer user forest to the msRTCSIP-OrginatorSID field on disabled user accounts in the Lync resource forest. However, when used for mapping Exchange Online enabled user account attributes, it assumes that both the Lync and Exchange user accounts are in the same resource forest. Therefore, it does not work in a multi-forest model.

13. FIM (Forefront Identity Manager)   In addition to identity management functions, FIM also has a synchronization service that can synchronize users from a user forest into a resource forest as disabled / enabled user accounts. 

14. DirSync.exe for O365   There is a version of DirSync.exe that ships for Lync Online and Exchange Online customers, but it is hardcoded to look for specific servers in the O365 environment and cannot be customized to support a non-O365 deployment. Therefore, its use is limited to Active Directory synchronization with the Exchange Online resource forest.

For the multi-forest scenario:
· FIM, or an application with similar functionality is used for Active Directory synchronization between the Customer user forest and the Lync resource forest

· Dirsync for O365 is used for Active Directory synchronization between the Customer user forest and the Exchange Online resource forest
5.4.3 Manual vs. Automated DirSync
Technically, it’s possible to manually create disabled user accounts directly in the Lync resource forest and configure them for use by users in the Customer user forest, but it is prone to error and not scalable. So this document assumes an automated process will be used for creating disabled user accounts in the Lync resource forest and enabled user accounts in the Exchange Online resource forest.

In the context of the multi-forest model described in this document, there are two Active Directory synchronization servers configured; one for Lync and one for Exchange. Active Directory synchronization is always a one-way push operation; enabled user accounts in the Customer user forest are pushed to the Lync resource forest as disabled user accounts or to the Exchange Online resource forest as enabled user accounts.

5.5 Authentication (AuthN)
Lync client authentication in the Lync resource forest occurs over either an MPLS connection (internal access) or the Internet (external access). Outlook and OWA client authentication in the Exchange Online resource forest occurs only over the Internet; there is no internal Outlook or OWA client access to Exchange Online.
5.5.1 Resource Provider vs. Identity Provider
When two organizations establish a federated identity relationship, one partner (the identity provider) controls its own user accounts while the other partner (the resource provider) grants access to its resources by relying on the authentication performed by the identity provider. For example:

· RdP (Resource Provider)   include the Exchange, Lync, and Share Point Online services provided by Office 365

· IdP (Identity Provider)   include the Office 365 Online identity platform and the Active Directory Federation Services platform described in this document

A user’s identity is defined as a set of claims, that is, statements that a server makes about a user. Examples of such claims include the user’s name, groups, or permissions. Identity federation enables the sharing of these identity claims.

5.5.2 Lync Client Authentication
Lync Server handles authentication differently for internal users and external or remote users. For internal Lync client authentication, Lync Server 2013 uses the Kerberos protocol for internal users with Active Directory credentials. For details, see User and client authentication for Lync Server 2013.

External or remote users sign in and authenticate using one of the following three protocols depending on their relationship to the organization and/or device authorization requirements. Kerberos is not supported for external Lync client authentication.

· NTLM v2 protocol   for users with Active Directory credentials who are connecting from an endpoint outside the corporate firewall.
· Digest protocol   for anonymous users who do not have recognized Active Directory credentials but who have been invited to an on-premises conference and possess a valid conference key.
· TLS-DSK protocol   remote users are authenticated from a device (computer, IP phone) using a client certificate that was issued by Lync Server. Because the device must have been connected at least once to the internal corporate network to be issued a client certificate, there is stronger assurance that the remote user is connecting from an authorized device.

For details, see Protecting the Edge Server Against DoS and Password Brute-Force Attacks in Lync Server 2010.

5.5.3 Exchange Online Client Authentication
Unlike an Exchange on-premises deployment that is behind a corporate firewall and can be accessed over a virtual private network (VPN), Exchange Online is designed specifically for secure access over the Internet. There are three identity variations and associated user authentication in O365.

Cloud (managed) Identities:

15. Microsoft Online ID   Geared towards small businesses, this approach uses two accounts; one for on-premises login and another (Windows Live ID) for accessing Exchange Online. On-premises credentials are separate from online credentials. User management occurs online, the IdP is online and accounts are not synchronized.

16. Microsoft Online ID with DirSync   suited for medium to large organizations, this variation also uses two separate sets of identities but the online version is an enabled user account representing the on-premises version. DirSync is used to copy the on-premises Customer user forest AD account and group accounts to the Exchange Online resource forest. A dedicated DirSync server is required for Exchange Online. User management occurs on-premises, the IdP is online and accounts are synchronized but passwords are not.

Federated Identities:

17. Federated ID with DirSync and SSO   suited for medium to large organizations, federated IDs use Active Directory Federation Services to authenticate users to Exchange Online using their corporate ID and password. User management occurs only in the on-premises deployment, the IdP (AD FS) is on-premises or in Windows Azure, and there is no password synchronization required.

Regardless of how users sign in, connections established over the Internet to Exchange Online are encrypted using industry standard 128-bit Secure Sockets Layer/Transport Layer Security (SSL/TLS) encryption.

Important:   sAMAccountName format (domain\username) sign in doesn’t work for Exchange Online; it must be in UPN (user principal name) format (user@company.com) for realm discovery to work properly.
5.5.4 Pass Through Authentication

Pass through authentication is covered in detail in the next section, but at a high level, it is the process used for accessing services in the Lync resource forest and requires the following:

· The ObjectSID attribute on the enabled user account in the Customer user forest is mapped to the msRTCSIP-OriginatorSID attribute on the disabled user account in the Lync resource forest.

· A one-way forest trust between the Lync resource forest containing the disabled user accounts and the Customer user forest; where the Lync resource forest trusts the Customer user forest.

Exchange Online uses a federation trust through the Edge instead of relying on a one-way forest trust between the Exchange Online resource forest and the Customer user forest.
5.5.5 Claims Based Authentication
A claim is a statement that one subject makes about itself or another subject. The statement can be about a name, identity, key, group, privilege, or capability, for example. Claims are issued by a provider, and they are given one or more values and then packaged in security tokens that are issued by an issuer, commonly known as a security token service (STS).

In software, this bundle of claims is called a security token. Each security token is signed by the issuer who created it. A claims-based application considers users to be authenticated if they present a valid, signed security token from a trusted issuer.

Claims based authentication is used to authenticate external users to the Office 365 multi-tenant environment.

5.5.6 Endpoint authentication types
Office 365 supports three variations of Identities and user authentication as described above and this document assumes that federated identities are used for authenticating to Exchange Online services. Office 365 also supports the following three types of endpoint authentication:

18. Passive (Web)   used by web based clients such as OWA/LWA (Outlook or Lync web application)

19. MEX (Metadata Exchange)   used by “rich” clients such as Lync and CRM; requires the use of the Microsoft online SIA (Sign-in Assistant)

20. Active   used by Outlook, Mobile, and ActiveSync clients; essentially, this is basic authentication

The following figure shows the call flow for the three types of end point authentication:
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Figure 4: Client Endpoint Map (by type)
5.5.6.1 Passive (web) clients
The endpoint authentication process used by OWA clients to access Exchange Online mailboxes:

21. SharePoint Online, OWA, Office Rich Applications (Word, PowerPoint etc.) 

22. Prompts for username to do realm discovery (click through)

23. When you select Keep me signed in, a cookie is persisted between sessions so you don’t have to re-authenticate each time internally, but users still need to authenticate externally to AD FS server

24. Provides integrated authentication to AD FS server or services on computers that are a member of the domain on the corporate network

25. Authenticates directly with AD FS server for internal clients and AD FS proxy for external clients

26. Smart Links are URLs that cut out a few of the hops and tell your client to go direct to AD FS for a login token and then back to the IdP for an auth token; for example: http://www.outlook.com/contoso.com
5.5.6.2 Exchange Online Outlook Web Access Client Authentication Details (Always external)
The following list describes the process used by the Outlook Web Access (OWA) client when connecting to Exchange Online; shown in Figure 4 as OWA internal and OWA external:

27. The user tries to access an Office 365 Service (like OWA Exchange from IE)

28. The service tells the client that it needs a service ticket signed by the Authentication platform, and directs the client get a ticket from there.
29. The client goes to the Authentication platform (AP) asking for a service ticket. The AP says it can’t sign you in, it needs a login token signed by your on-premises STS (security token services). In this case this is Active Directory Federation Services 2.0.
30. The client goes to the AD FS Server to request a login token. The AD FS server contacts your AD, getting an NTLM token or Kerberos ticket for you, and then transforms this into a login SAML token (containing claims about the logged in user – their username/UPN and their userSourceID) which it then signs.
31. The client presents this signed SAML token to the AP which it opens. The AP checks that the token is indeed signed by the trusted authority for the federated domain through the public key that was shared during the trust establishment. The AP then transforms the userSourceID into a unique identifier or NetID; and then the AP creates a new transformed token, which it signs – which forms the service ticket.
32. The client presents the service ticket to the relying party service. The relying party service opens the ticket, checking that it is signed by the trusted party (the AP) based on a shared public key. It looks at the NetID claim and searches for a user in its directory with that NetID. [The NetID was set as part of provisioning/creating the user, and synchronized to the service.] Once found, the service can apply the necessary access control checks before allowing the user access to services.

Generally, if you get prompted when connecting to AD FS it’s because your client can’t establish and NTLM connection with AD FS (normally because the computer you’re using isn’t a member of the domain).
5.5.6.3 MEX (rich) clients
A Rich client is basically one that uses the Microsoft Online Services SIA (Sign-In Assistant), which is installed by the Office 365 desktop setup, contains a client service that obtains a service token from the Office 365 sign-in service and returns it to the rich client, which includes the following clients:

· Lync 2013

· Office Subscription

· CRM

If you have a Cloud Identity, you receive a prompt for credentials, which the client service sends to the Office 365 sign-in service for authentication (using WS-Trust). If you have a Federated Identity, the client service first contacts the Active Directory Federation Services 2.0 server in the Customer user forest, to authenticate the credentials (using Kerberos or NTLMv2) and obtain a logon token that is sent to the Office 365 sign-in service (using WS-Federation and WS-Trust). The SIA:

· Provides an integrated experience when on a domain joined computer on the corporate network

· Authenticates directly with AD FS server for internal clients and AD FS proxy for external clients

Details of the Lync Online client authentication process is out of scope for this document. But if you’re having trouble with it, the process is well documented. For details, see How to troubleshoot sign-in issues in Lync Online.
5.5.6.4 Active clients
Authentication for Outlook client for Exchange Online has the following characteristics:
· Active client authentication also used by Outlook, IMAP, Active Sync, and Entourage end points

· Often referred to Exchange Proxy authentication 

· Basic credentials are relayed through Exchange to the AD FS proxy

· Prompts for both username and password

· Supports Client IP/Device/Exchange Endpoint filtering

· Works for both managed users and federated users; the process is the same

· If it’s a managed user, the request goes to the Identity platform

· If it’s a federated user configured for SSO, the request goes to AD FS for final auth

Exchange proxy authentication is synonymous with basic authentication. For example:

33. Outlook client sends basic auth credentials to Exchange Online

34. Exchange Online takes the credentials and does the ping/pong to authenticate you in the cloud

Client authentication for Outlook client for Exchange Online (Always external)
The following process is used by the Outlook and Active Sync clients when connecting to Exchange Online; shown in Figure 4 as Outlook and Active Sync endpoints.

Both internal and external Active endpoints connect externally through the Exchange Online edge.

35. The user logs on to their client desktop computer connected to their corporate network.

36. The Client starts Outlook on their desktop computer.

37. The Client sends a request to Exchange Online and is challenged for Basic Credentials.

38. The Client responds with Basic Credentials.

39. Exchange Online calls a home realm discovery service on the Authentication platform (AP). The AP checks to see if that domain is a registered federated domain. If it is the AP returns the Active endpoint on the registered federation server (the org’s AD FS server).

40. Exchange Online proxies the basic authentication Credentials from the client to the AD FS Active endpoint and requests a SAML1.1 token.

41. The AD FS server gets the basic authentication credentials, authenticates the user against AD and gets a Kerberos ticket. The AD FS server transforms the Kerberos ticket into a SAML1.1 token (containing claims/assertions about the user – their username/UPN and their userSourceID) which it then signs.
42. The SAML token is returned to the Exchange Online service, which now requests a service token from the AP, providing the SAML1.1 token it received from AD FS.

43. The AP checks that the token is indeed signed by the trusted authority for the federated domain through the public key that was shared during the trust establishment. AP then transforms the userSourceID into a unique identifier or NetID. AP then creates a new service token (containing the NetID) which it signs and sends back to Exchange Online.

44. Exchange Online opens the token, checking that it is signed by the trusted party (the AP) based on a shared public key. It looks at the NetID claim and searches for a user in its directory with that NetID. [The NetID was set as part of provisioning/creating the user, and synchronized to the service.] Once found, the service can apply the necessary access control checks before allowing the user access to services

5.5.7 Password Synchronization
Managing Passwords for Managed Identities (Lync resource forest)

Managed Identities are those used for accessing resources in the Lync resource forest via an Active Directory forest trust. Essentially, users authenticate to the Customer user forest and then use corresponding disabled user accounts in the Lync resource forest to gain access to Lync resources. Password synchronization is not a requirement in this scenario, but if the two accounts have synchronized passwords the user will be prompted for credentials when signing in to the Customer user forest but not when signing into their Lync client. There are third party solutions available for password synchronization but the subject is out of scope for this document.

Managing Passwords for Federated Identities (Exchange Online resource forest)

When using federated identities with Exchange Online, Active Directory Federation Services negotiates authentication with the Microsoft federation gateway without passing the Customer user forest Active Directory passwords over the Internet to Exchange Online. When users in the Customer user forest attempt to access Exchange Online services, Active Directory Federation Services generates a signed token based on the user’s Kerberos ticket. This token is accepted by the Exchange Online service. As a result, users are logged onto Exchange Online transparently and securely when they authenticate to Active Directory (for example, logging onto a local workstation).
In federated environments, users don’t use Exchange Online passwords; therefore, Exchange Online password policy does not apply. Users are required only to authenticate to the Customer user forest Active Directory. However, local password policies or two-factor authentication for Active Directory authentication will apply.

5.6 Federation

A federated identity relationship is a standards-based arrangement between organizations in which claims from one organization are passed to and recognized by another. Through this relationship, users can sign in to and be authenticated by their identity provider—the organization that manages their identity account (for example, the Customer user forest)—and then have their authentication passed to a federated partner (for example, Exchange Online) without being required to sign in again.

Exchange Online allows users to connect to their mailboxes from a variety of devices and platforms. All network connectivity occurs over the Internet; VPN connections are not required.

After AD FS is configured, all Customer user forest users whose identities are based on the federated domain (for example, contoso.com) can use their existing corporate credentials to automatically authenticate to Exchange Online.

To establish a federation trust with the Microsoft Federation Gateway, either a self-signed certificate or an X.509 certificate signed by a CA (certification authority) must be created and installed on the Exchange 2013 server used to create the trust. We recommend using a self-signed certificate, which can be automatically created and installed using the New Federation Trust wizard in the EMC. This certificate is used only to sign and encrypt delegation tokens used for federated delegation. Only one certificate is required for the federation trust. Exchange 2013 automatically distributes the certificate to other Exchange 2013 servers in the organization. For details, see the Certificate Requirements for Federation section of the Exchange 2013 Federation topic.
5.6.1 Microsoft Federation Gateway

The Microsoft Federation Gateway (MFG) is a free, cloud-based service that acts as the trust broker between your on-premises Exchange 2013 deployment, the Customer user forest, and potentially, other federated Exchange 2013 organizations. If you want to configure federation in your Exchange organization, you must establish a one-time federation trust with the MFG so that it can become a federation partner with your organization. 

With this trust in place, users authenticated by Active Directory (known as the IdP) are issued SAML (Security Assertion Markup Language) delegation tokens by the MFG. These delegation tokens allow users from one federated organization to be trusted by another federated organization. With the MFG acting as the trust broker, organizations aren't required to establish multiple individual trust relationships with other organizations, and users can access external resources with a single sign-on experience. 

Authentication provided by the IdP is supplied to the MFG in SAML format. The MFG then converts the authentication information into a service token that can be used by Microsoft services such as Exchange Online. For details, see Understanding the Microsoft Federation Gateway.

5.6.2 Identity federation
Identity federation allows users of a domain to securely access data or systems of another domain without requiring user accounts in both domains.

When used in non-trusted subsystems, identity federation allows:

· Impersonation of a user by another account

· One identity to act on behalf of another identity

Identity federation in the multi-forest model occurs via the use of disabled / enabled user accounts in the Lync and Exchange Online resource forests respectively. The Customer user forest utilizes resource forest user accounts in the following way:

· Pass-through authentication in the Lync resource forest

· Claims based authentication in the Exchange Online resource forest

For details regarding the Lync resource forest, see Accessing Resources across Forests. For details regarding the Exchange Online resource forest, see An Introduction to Claims.
5.6.3 Single Sign-On (SSO) for Lync
When a user signs into the Customer user forest, s/he will not have to re-authenticate to access services in the Lync resource forests as long as passwords are synchronized between enabled user accounts in the Customer user forest and corresponding disabled user accounts in the Lync resource forest.
5.6.4 Single Sign-On (SSO) for Exchange Online
When a user signs into the Customer user forest, they will not have to re-authenticate to access services in the Exchange Online resource forests as long as AD FS is installed in the Customer user forest and configured to make a federated connection with the Microsoft Federation Gateway.

Single sign-on, also called identity federation, provides users in the Customer user forest with the ability to use their corporate credentials to access Exchange Online resources. Generally, single sign-on for federated identities uses a trust model, based on signed token exchanges, where a federation server (AD FS) configured in the on-premises deployment is used to generate signed tokens for authenticated users. In the case of Exchange Online, Microsoft uses the WS-Federation protocol. For details, see Understanding WS-Federation.
5.6.5 Active Directory Federation Services (AD FS) 
A federation server is required to enable Single sign-on (SSO). To deploy a federation server, you need to install Active Directory Federation Services on a server that users can connect to. The federation server authenticates on-premises users to Exchange Online and provide SSO for federated identities.
A federation server is a computer that runs a specialized web service that can issue, manage, and validate requests for security tokens and identity management. Security tokens consist of a collection of identity claims, such as a user's name or role. In addition, a federation server can protect the contents of security tokens in transit with an X.509 certificate, which makes it possible to validate trusted issuers.

For details, see Checklist: Use AD FS to implement and manage single sign-on.
5.6.6 Federation server proxy
When you install the AD FS software on a computer and configure it for the federation server proxy role, that computer functions as proxy server in a perimeter network for a protected Federation Service on an internal network.

To deploy a federation server proxy, you should have an existing Federation Service already installed on your corporate network. It should already be configured to have its endpoints enabled for use with a federation server proxy. For details, see Planning Federation Server Proxy Placement and Checklist: Setting Up a Federation Server Proxy
An AD FS Proxy is required for Exchange Online in the following scenarios:

45. You want to use an Active Sync device or POP/IMAP to connect to Exchange Online

46. You want to allow external clients to access Exchange online either via active clients (for example, Outlook) or using passive clients (for example, OWA)

47. Corporate users running Outlook connecting to Exchange online

The following platforms support the AD FS proxy server role:

· Dedicated AD FS proxy server

· A reverse proxy server that can publish AD FS endpoints to the Internet (for example, Internet Security and Acceleration Server or Forefront Threat Management Gateway)

For details, see How to publish AD FS 2.0 endpoints on to the internet using Microsoft ISA or TMG.
5.6.7 AD FS High Availability
When using federated identities, AD FS is potentially a single point of failure and should be configured for high availability since the IdP moves from the Cloud to on-premises in this scenario. Basically, if you can’t authenticate to AD FS, you can’t authenticate to Exchange Online, so AD FS must be available.
5.6.8 Smart links
Smart links are URLs that cut out a few of the hops and tell your client to go directly to AD FS for a login token and then back to the IdP for an auth token.

When a customer uses OWA to make an SSO connection to Exchange Online, the authentication mechanism uses the Passive client profile. Core to this mechanism is a process called "home realm discovery", whereby the user needs to provide information to the Exchange Online login server, so that the login server can determine if it should authenticate the user, or redirect the user to the on-premises IdP (AD FS) for that user. 

Why should I care about smart links?

Organizations can deploy smart links internally (by creating a vanity URL that maps to the smart link) that provide:

48. An easier to remember vanity URLs when moving to Exchange Online services. These vanity URLs can also be written to a user's IE Favorites as part of a global policy setting.
49. An improved end user experience when accessing Exchange Online services:
· Faster authentication to the Exchange Online service (two fewer redirects) for example, http://www.outlook.com/contoso.com

· Users will not have to go through the home realm discovery service

For example, users can access Outlook Web App from a link on the Microsoft Online Services Portal or at http://mail.office365.com. Administrators can provide users with customized URLs for accessing Outlook Web App (also known as vanity URLs) by using either of the following methods:

50. Set up a CNAME record in DNS (for example, http://mail.contoso.com) that points to mail.office365.com.
51. Redirect from a website (for example, http://contoso.com/OWA) to the standard Outlook Web App URL.
For details, see Using smart links or IdP initiated authentication with Office 365.
5.6.9 Identity management

Manipulating attributes on user accounts in the Lync and Exchange Online resource forests is a requirement for the multi-forest model, but automating the process is not. This document discusses which attributes need to be modified, but installing an identity management application is out of scope.

For the Lync resource forest, if an Identity Management application is not already in place, Microsoft makes a product called FIM (Forefront Identity Manager) 2010. For details, see the Forefront Installation Guide.

For the Exchange Online resource forest, the Office 365 DirSync.exe tool is currently the only option available for creating enabled user accounts and manipulating attributes on them.
6 Scenario A: Lync Server with Exchange Online (Multi-tenant) Implementation Details
Important:   If you are deploying Exchange Hybrid, then skip this section and follow the guidance in Scenario B – Lync Server with Exchange Hybrid (Online Multitenant with on-premises).

You can think of the multi-forest model as a standard multi-forest deployment with Lync and Exchange deployed in resource forests. The distinction is that the Lync and Exchange Online resource forests are hosted externally by potentially two different hosting providers and without a trust relationship between them. The process for deploying Lync in a resource forest is well documented and will not be covered in this document. For details, see Deploying Lync Server 2010 in a Resource Forest Topology.

Note:   Exchange Online is provided as an Office 365 service. Therefore, no Exchange-specific installation is required. However, establishing federation between the Customer user forest and the Exchange Online environment is required and high level guidance is provided later in this document.

This document covers the high-level steps required to compensate for the fact that Lync and Exchange are in separate resource forests that do not have a trust relationship between them. They fall into two basic categories:

Initial Forest Configuration   focus is on activities that occur once or on a very limited basis, such as manually configuring the Lync and Exchange Online resource forests for Unified Messaging

Ongoing Identity Management   this section describes the process for enabling new users for Lync and Exchange Online features such as Enterprise Voice, Unified Messaging and Mailboxes.

6.1 Initial Forest Configuration
In the multi-forest model, the Customer user forest Active Directory is authoritative and directory synchronization occurs outbound from it to the Lync and Exchange Online resource forest Active Directories respectively.

The following steps assume that two resource forests have been established, one for Lync and one for Exchange. And that Lync and Exchange have been installed and configured using Microsoft best practices for scalability, high availability and site resiliency.

In addition: 

· The Lync resource forest provides PSTN connectivity through a partner provider and contains disabled user accounts representing all users for their customer that will be enabled for IM, Presence, conferencing, mobility, and Enterprise Voice. External user access is also assumed.

Note:   The SIP address associated with the disabled user account in the Lync resource forest must match the SIP domain associated with the Customer user forest. For example, the lyncUser1@contoso.com account in the Customer user forest would map to the disable user account lyncUser1@lyncpartners.com in the Lync resource forest; for that reason, you need to add contoso.com as a supported SIP domain in the Lync resource forest (lyncpartner.com).

· The Exchange Online resource forest is a multi-tenant environment hosted by Microsoft and contains enabled user accounts representing all users in the Customer user forest that will have mailboxes and be enabled for UM. All access to Exchange Online is external and federation, external user access, virus protection, and mail routing are provided as part of the service. Customers need only to configure connectivity to the Exchange Online environment and setup account provisioning/management.

Important:   Directory synchronization must be run only from the Customer user forest and each resource forest requires its own directory synchronization process, even though you are synchronizing user objects from the same Active Directory (the Customer user forest AD). The same applies to whatever identity management process or application is used; there must be two separate systems in place.

Running DirSync from the Customer user forest allows for centralized management of accounts and eliminates the need for attribute write-back. It also simplifies attribute manipulation because the enabled user account can contain attributes that can be pushed to both the Lync and Exchange Online resource forests (for example, values contained in the proxyAddresses attribute are required by both Lync and Exchange).

6.1.1 Step 1 - Make Changes to Global DNS Settings 
In our example, the Customer user forest is represented by the contoso.com DNS name space, which is configured using a split-brain model (internal and external DNS zones are the same). As a result, all DNS records must be created within the contoso.com zone; conditional forwarders will take care of resolving contoso.com records that point to resources in the Lync and Exchange Online resource forests. See Add your domain to Office 365 when you want to manage your own DNS records and Create DNS records at any DNS hosting provider for Office 365 for details regarding DNS records required for Exchange Online.

· SRV records cannot span zones, so when creating SRV records in one forest (for example, the Customer user forest – contoso.com) that needs to reference a server in another forest (for example, the Lync resource forest – lyncpartner.com), you would create an A record in contoso.com that points to the Lync server in the lyncpartner.com zone and then create an SRV record in contoso.com that points to that A record.

· Only the Meet Simple URL is modified to include additional SIP domains. For details, see DNS Requirements for Simple URLs.
· The tables in the following section are for reference only. In some cases, the DNS records required may already exist, in which case no action is required.

6.1.1.1 Create / Modify Internal DNS Records

The following table contains a detailed list of the DNS records required in the Customer user forest internal DNS zone (the contoso.com zone) to support locating resources in the Customer user forest, plus the Lync and Exchange Online resource forests. In some cases, the DNS records will already exist and just need to be redirected to resources in a different forest, but if they don’t exist, they must be created to enable the full Lync and Exchange feature set described in this document.

Table 2: Internal DNS Records Required for a multi-forest topology
	Internal DNS
	Record Type
	Name
	Target IP Address

	Zone =contoso.com

	Lync records
	
	sip.contoso.com
	Director/Pool VIP in Lync resource forest

	
	A
	sip.contoso.com
	Director/Pool VIP in Lync resource forest

	
	A
	meet.contoso.com
	Director/Pool Internal Web Services VIP in Lync resource forest

	
	A
	lyncdiscoverinternal.contoso.com
	Director/Pool Internal Web Services VIP in Lync resource forest

	
	CNAME

(Optional)
	lyncdiscoverinternal.contoso.com
	Internal Web services FQDN (e.g., webint.lyncpartner.com)

	
	SRV
	_sip._tls.contoso.com (5061)
	sip.contoso.com A record, which in turn, points to the Director/Pool VIP in Lync resource forest

	Exchange Online records
	CNAME
	autodiscover.outlook.com
Note:   Lync and mobile clients will try the DNS A record first and then the SRV
	Redirects to autodiscover.outlook.com, which is the Office 365 CAS Array VIP in the Exchange Online environment, so that the Microsoft federation gateway can verify the federation trust relationship. This will return EWS records, which can be used for Calendar status info, voice mail notification (MWI), conversation history, etc.

	
	CNAME
	msoid.contoso.com
	This will point to clientconfig.microsoftonline-p.net (which exists in O365)

	Zone =lyncpartner.com

	Follow best practices for Lync DNS records; no additional DNS records required in the Lync resource forest

	Zone =exchonline.com

	Follow best practices for Exchange DNS records; no additional DNS records required in the Exchange Online resource forest


6.1.1.2 Create / Modify External DNS Records

The following table contains a detailed list of the DNS records required in the Customer user forest external DNS zone (for example the external version of the contoso.com zone) to support locating resources in the Lync and Exchange Online resource forests. In some cases, the DNS records will already exist and just need to be redirected to resources in a different forest, but if they don’t exist, they must be created to support the full Lync and Exchange feature set described in this document.
Table 3: External DNS Records Required for Multi-forest Model
	External DNS
	Record Type
	Name
	Target IP Address

	Zone = contoso.com

	Lync Records
	
	
	

	
	A
	sip.contoso.com
	IP of Access Edge Server / VIP in Lync resource forest Perimeter Network

	
	A
	meet.contoso.com
	IP of Reverse Proxy Server / VIP in Lync resource forest Perimeter Network

	
	A
	autodiscover.contoso.com
	IP of Reverse Proxy Server / VIP in Lync resource forest Perimeter Network

	
	A
	lyncdiscover.contoso.com
	IP of Reverse Proxy Server / VIP in Lync resource forest Perimeter Network 

	
	CNAME

 (optional)
	lyncdiscover.contoso.com
	External Web services FQDN (e.g., webext.lyncpartner.com)

	
	SRV
	_sip._tls.contoso.com (5061)
	sip.contoso.com A record, which in turn, points to the IP of Access Edge Server / VIP in Lync resource forest Perimeter Network

	
	SRV
	_sipfederationtls._tcp.contoso.com (5061)
	sip.contoso.com A record, which in turn, points to the IP of Access Edge Server / VIP in Lync resource forest Perimeter Network

	Exchange Records
	
	
	

	
	CNAME
	autodiscover.outlook.com

Note:   Lync and mobile clients will try the DNS A record first and then the SRV
	Redirects to autodiscover.outlook.com, which is the Office 365 CAS Array VIP in the Exchange Online environment so that the Microsoft federation gateway can verify the federation trust relationship. This will return EWS records, which can be used for Calendar status info, voice mail notification (MWI), conversation history, etc.

	
	CNAME
	msoid.contoso.com


	This will point to clientconfig.microsoftonline-p.net (which exists in O365)

	
	A
	mail.contoso.com
	IP of Reverse Proxy Server or CAS Array VIP in the Exchange Online environment (note: this is set automatically during Exchange Online setup)

	
	MX
	contoso.mail.eo.outlook.com
	Redirects to tenant.mail.eo.outlook.com (for example contoso-com.mail.eo.outlook.com). This value is provided when you add your vanity domain to your O365 tenant.

	
	TXT
	contoso.com
	Create a TXT record for each federated domain (used by Exchange Online to prove your organization owns the domains connected to the MFG)

	Zone = lyncpartner.com

	Follow best practices for Lync DNS records; no additional DNS records required in the external lyncpartner.com DNS zone

	Zone = exchonline.com

	Follow best practices for Exchange DNS records; no additional DNS records required in the external exchonline.com DNS zone


6.1.1.3 Additional considerations
· TMG publishing wizard turns pre-authentication on by default. If using TMG as an AD FS proxy server, disable pre-authentication if it’s turned on. We are establishing an anonymous session but the POST contains the token provided by the MFG saying the Exchange Online CAS (client access server) is legitimate (in effect, Authentication isn’t disabled, it’s just not in the form of username and password pair like a typical connection).

· The on-premises firewall must allow access to https://autodiscover.contoso.com/autodiscover.svc/WSSecurtiy

· Internally, Autodiscover must point to an Exchange 2013 server because support for federation trusts didn’t exist prior to Exchange 2010

· on-premises CAS must have a public certificate bound to IIS
6.1.2 Step 2 - Configure Customer User Forest
This step is used to establish the following:

· Customer user forest and Lync resource forest interoperability

· Customer user forest and Exchange Online resource forest interoperability

Lync and Exchange are technically both hosted in resource forests, but Exchange is hosted online as an Office 365 multi-tenant service, so there is quite a bit of variation when configuring the Customer user forest to support both environments.

6.1.2.1 Update Root Certificate Authority

If not using public certificates in the Customer user forest, publish the Trusted Root certificate and any intermediate certificates from the Lync resource forest into the Trusted Root Certification Authorities Store of the Customer user forest.

To do so, using a workstation or server in the Customer user forest, open an elevated Command Prompt (CMD) window and run the following command:

certutil -dspublish -f <lync-root-ca-cert-filename.cer> RootCA

If there are Intermediate certificates in the chain, publish them as well using the SubCA switch as follows:

certutil -dspublish -f <lync-intermediate-ca-cert-filename.cer> SubCA

Optionally, to make sure the changes have taken effect, you can run the following command on user’s workstations to pull the CA updates from the Lync resource forest Active Directory: 

gpupdate –force

6.1.2.2 Configure the Customer user forest for SSO with Exchange Online
Users in the Customer user forest will experience SSO (Single Sign-on) when accessing services in the Exchange Online resource forest if an AD FS infrastructure is installed in the Customer user forest. This enables Active Directory users in the Customer user forest for SSO access to Exchange Online using their corporate domain credentials.

This applies to users who are logged on to computers located physically on the corporate network or that are logged on remotely to the corporate network.

To configure AD FS, see Checklist: Use AD FS to implement and manage single sign-on and Verify and manage single sign-on with AD FS.
Note:   Users in the Customer user forest will experience SSO (Single Sign-on) when accessing services in the Lync resource forest if passwords are synchronized between the two forests. There are third party solutions available for password synchronization but the subject is out of scope for this document.
6.1.2.3 Establish Directory Synchronization with the Lync Resource Forest Active Directory

For each user account in the Customer user forest, you must create a corresponding disabled user account in the Lync resource forest using some form of directory synchronization. At a minimum, the directory synchronization process used should have the ability to:

· Run from within the Customer user forest while providing forest level administrative credentials for both the Customer user forest and the Lync resource forest

· Pull accounts from multiple Active Directory OU containers and push to a dedicated OU container in the Lync resource forest as disabled user accounts

· Be dedicated to directory synchronization between the Customer user forest and the Lync resource forest

If you don’t have a preferred directory synchronization process, FIM has a built-in synchronization service that meets these requirements. For details, see Introduction to Outbound Synchronization.

6.1.2.4 Automate Lync Identity Management Process

For each disabled user account in the Lync resource forest, you must manipulate specific attributes once the accounts have been enabled for Lync features. This can be scripted, but generally an application is used.

At a minimum, the identity management process used should have the ability to:

· Run from within the Customer user forest while providing forest level administrative credentials for both the Customer user forest and the Lync resource forest

· Modify attributes on disabled user accounts in the Lync resource forest from the application running in the Customer user forest

· Provide values for specific attributes based on variables provided by an operator at run time, values pulled from Active Directory, or values read into memory from a CSV file

· Be dedicated to identity management between the Customer user forest and the Lync resource forest

If you don’t have a preferred identity management application, a FIM management agent (when combined with the FIM directory synchronization process), meets these requirements. For details, see Understanding Data Synchronization with External Systems and How Do I Synchronize Users from Active Directory Domain Services to FIM.

6.1.2.5 Establish Directory Synchronization with the Exchange Online resource forest Active Directory

For each user account in the Customer user forest, you must create a corresponding enabled user account in the Exchange Online resource forest using some form of directory synchronization.

At a minimum, the directory synchronization process used should have the ability to:

· Run from within the Customer user forest while providing forest level administrative credentials for both the Customer user forest and the Exchange Online resource forest

· Pull accounts from multiple Active Directory OU containers and push to a dedicated OU container in the Exchange Online resource forest as enabled user accounts

· Be dedicated to directory synchronization between the Customer user forest and the Exchange Online resource forest

For Active Directory synchronization with Exchange Online, use using one of the following two options
· The Office 365 DirSync appliance

For details, see Directory synchronization roadmap, Microsoft Directory Synchronization Tool 9.1, and Manage identities for single-forest hybrid environments using on-premises authentication.
· The FIM 2010 Connector for Office 365

For details, see Multi-Forest Active Directory Support in Office 365 (sign in required).
6.1.2.6 Automate Exchange Identity Management Process

For each enabled user account in the Exchange Online resource forest, you do not need to perform any on-premises manipulation of user objects in the Customer user forest.

6.1.2.7 Order Certificates for Lync and Exchange
If Lync and Exchange have been deployed using best practices, certificates will already be in place but may not have the necessary SAN entries for functioning across resource forest boundaries. The following table lists the certificates and associated SAN entries that are required to support the Lync Server with Exchange Online model. For details regarding Exchange, see Certificate requirements for hybrid deployments.

Table 4: Subject Alternative Name Modification Requirements (by forest)
	Location / Role
	Certificate SN (subject name)
	SAN Entries

	Customer user forest (contoso.com)

	
	sts.contoso.com
	Not Applicable

	Lync resource forest (lyncpartner.com)

	Pool01 Front End server
	For example: 

pool01.lyncpartner.com
	sip.contoso.com (for client auto config)

meet.contoso.com

lyncdiscoverinternal.contoso.com

lyncdiscover.contoso.com

	Edge Access Proxy
	For example:

ap.lynpartner.com
	sip.contoso.com (for federation)

	Reverse Proxy
	For example:

webext.lynpartner.com
	meet.contoso.com

dialin.contoso.com

lyncdiscover.contoso.com

	Exchange Online resource forest (exchonline.com)

	CAS 
	For example:

casarray.exchonline.com
	autodiscover.contoso.com

mail.contoso.com

owa.contoso.com


6.1.2.8 Configure DNS to locate services in the Lync and Exchange Online resource forests

Clients in the Customer user forest must be able to resolve names of Lync and Exchange servers in their respective resource forests. For example, to locate pool01.lyncpartner.com, the Customer user forest, contoso.com, must be able to make DNS queries for lyncpartner.com.
To use conditional forwarding (recommended if the Customer user forest DNS supports it), create two conditional forwarding rules. For details, see Configure a DNS Server to Use Forwarders.
52. Lync Forwarder – resolves the Lync resource forest FQDN to the IP Address of DNS servers in the Lync resource forest.
53. Exchange Forwarder – resolves the Exchange Online resource forest FQDN to the IP Address of DNS servers in the Exchange Online resource forest. Otherwise, use Stub Zones. For details, see Add a Stub Zone.

6.1.3 Step 3 – Configure the Lync Resource forest
In a typical deployment, Lync and Exchange share the same Active Directory and all the configuration steps occur in the same forest. In the multi-forest model, configuration steps are split between the Lync and Exchange Online resource forests. And in some cases, such as running Exchange /PrepareSchema, the tasks occur in both resource forests. This section documents changes required in the Lync resource forest.

6.1.3.1 Establish Trust
To allow users in the Customer user forest to access resources in the Lync resource forest, you must establish a one-way forest trust where the Lync resource forest (for example, lyncpartner.com) trusts the Customer user forest (for example, contoso.com). For details, see Create a One-Way, Outgoing, Forest Trust for Both Sides of the Trust.
6.1.3.2 Update Root CA
If not using public certificates in the Lync resource forest, publish the Trusted Root certificate and any intermediate certificates, from the Customer user forest into the Trusted Root Certification Authorities Store of the Lync resource forest. 

From a workstation or server in the Lync resource forest, open an elevated CMD prompt and run the following:

certutil -dspublish -f <customer-root-ca-cert-filename.cer> RootCA 

If there are Intermediate certificates in the chain, publish them as well using the SubCA switch as follows:

certutil -dspublish -f <customer-intermediate-ca-cert-filename.cer> SubCA

Optionally, to make sure the changes have taken effect, you can run the following command on user’s workstations to pull the CA updates from the Lync resource forest Active Directory:

gpupdate –force

6.1.3.3 Configure DNS to locate services in the Customer User Forest and Exchange Online resource forest

Servers in the Lync resource forest must be able to resolve names of clients in the Customer user forest and servers in the Exchange Online resource forest. For example, to locate casarray01.exchonline.com, the Lync resource forest, lyncpartner.com, must be able to make DNS queries for exchonline.com.
To use conditional forwarding (recommended if the Customer user forest DNS supports it), create two conditional forwarding rules. For details, see Configure a DNS Server to Use Forwarders.
54. Customer Forwarder – resolves the Customer user forest FQDN to the IP Address of DNS servers in the Customer user forest.

55. Exchange Forwarder – resolves the Exchange Online resource forest FQDN to the IP Address of DNS servers in the Exchange Online resource forest. Otherwise, use Stub Zones. For details, see Add a Stub Zone.

6.1.3.4 Prepare the Lync Resource Forest Active Directory for Lync
Disabled user accounts in the Lync resource forest must be enabled for Lync features, and doing so requires that the schema be extended so the necessary attributes are available to add to the disabled user accounts. Also, forestprep and domainprep must be run so that the Lync resource forest administrator has the necessary permissions to setup and manage the Lync environment. To perform these operations:

56. Run Lync schemaprep. For details see Running Active Directory schema preparation in Lync Server 2013.

57. Run Lync forestprep. For details see Running forest preparation for Lync Server 2013.

58. Run Lync domainprep in each domain hosting Lync servers. For details see Running domain preparation for Lync Server 2013.

6.1.3.5 Install and Configure Lync Server Using Microsoft Best Practices
Installation and configuration of Lync server is out of scope for this document but it is assumed that at a minimum, the following roles have been installed using Microsoft best practices:

· Enterprise Edition Front End Pool with at least a single Front End server. For details, see Deploying Lync Server 2013 Enterprise Edition.

· External User Access. For details, see Deploying Edge Servers.

· Enterprise Voice. For details, see Deploying Enterprise Voice.

· Dial-in Conferencing. For details, see Configuring Dial-in Conferencing.

· Mobility. For details, see Deploying Mobility.

· Monitoring. For details, see Deploying Monitoring.

Note:   Clients and Devices will be installed in the Customer user forest and access Lync servers in the Lync resource forest.

If hardware load balancing is deployed for either Lync Front End servers or Edge servers, be sure to select a device that meets all the Lync Server 2013 requirements. For details, see Lync Server 2013 Load Balancer Partners. Select the Load Balancers tile on the “Infrastructure qualified for Microsoft Lync” page.
6.1.3.6 Install and Configure PSTN connectivity
This step is performed by the Partner Hosting provider that is hosting the Lync Partner forest services for the customer. Connecting mediation servers in the Lync resource forest to the Partner’s carrier network and creating Lync dial plans, voice polices, phone usage records, and routes is outside the scope of this document.

6.1.3.7 Configure the Lync Resource Forest for Exchange Online UM

Complete the steps in each of the following sections to configure the Lync resource forest for Exchange Online UM.

6.1.3.7.1 Configure the Edge Server for Integration with Exchange Online UM
The following steps are performed in the Lync resource forest and associated perimeter network. Once complete, the users in the Customer user forest will be able to access Exchange Online UM using the corresponding disabled user accounts in the Lync resource forest.

For details on each of these 4 tasks, see Configure the Edge Server for Integration with Hosted Exchange UM.
59. Confirm that the following two records are in the External DNS for contoso.com:
· IP of Lync resource forest Edge sever / VIP

An A record for sip.contoso.com

This example assumes your Lync Access Edge external FQDN is sip.contoso.com but you should change it accordingly. The same is true for the SRV record.

· Lync Federation SRV record

An SRV record for _sipfederationtls._tcp.contoso.com port 5061 that points to the sip.contoso.com A record
60. Configure the Edge Server for federation. Run the following cmdlet in the Lync Server Management Shell:
Set-CsAccessEdgeConfiguration -UseDnsSrvRouting -AllowFederatedUsers 1 -EnablePartnerDiscovery 0
61. Replicate Central Management store data to the Edge Server and verify the replication.

a. Replicate the Central Management store data to the Edge Server. For the procedure, see Export Your Topology and Copy It to External Media for Edge Installation.

b. Verify that the replication to the Edge Server is complete. For the procedure, see Verify Connectivity Between Internal Servers and Edge Servers.

62. Modify or create a hosting provider on the Edge Server. Run the following cmdlet:
New-CsHostingProvider -Identity contoso.com -Enabled $True -EnabledSharedAddressSpace $True -HostsOCSUsers $False -ProxyFQDN "proxyserver.contoso.com" -IsLocal $False -VerficationLevel UseSourceVerification

6.1.3.8 Create a Hosted Voice Mail policy
The global hosted voice mail policy is installed with Lync Server 2013. You can modify it to meet your needs, but you cannot rename or delete it. 
To modify the global policy, you use the Set-CsHostedVoicemailPolicy cmdlet to set the parameters to appropriate values for your specific deployment:
Set-CsHostedVoicemailPolicy -Destination exap.um.outlook.com -Organization "contoso.com"

If you want to create a new site level Hosting Voice Mail Policy, use the following cmdlet:

New-CsHostedVoicemailPolicy -Identity site:SiteName -Destination exap.um.outlook.com -Description "Hosted voice mail policy for the SiteName site." -Organization "contoso.com"

For details, see Manage Hosted Voice Mail Policies.

6.1.4 Step 4 – Configure Exchange Online Resource Forest
In a typical deployment, Lync and Exchange share the same Active Directory and all the configuration steps occur in the same forest. In the multi-forest model, configuration steps are split between the Lync and Exchange Online resource forests. In the case of Exchange Online, Microsoft supplies the Exchange services and all that remains is to connect the Customer user forest to them using the Microsoft federation gateway. See the Office 365 Deployment Guide for more information.

6.2 Ongoing Identity Management
The steps in this section typically reoccur on a scheduled basis, and the assumption is that in all cases:

· All Active Directory user accounts are created in the Customer user forest

· Users sign-in from a workstation in the Customer user forest

· A new user account in Active Directory is what starts the process

· If an account is enabled for Lync, it also has an Exchange mailbox and voice mail

6.2.1 Step 1 – Create New Active Directory Account(s)
Perform the following tasks from the Customer user forest.

6.2.1.1 Create new Active Directory user accounts from an authoritative source

If applicable, assign group membership that indicates to the provisioning system/team that the new user(s) will be enabled for Lync and Exchange services. After you complete these tasks, wait for Active Directory replication to complete before moving to the next section.
6.2.1.2 Add attributes manually

If it is necessary to pre-populate attributes on the enabled user accounts in the Customer user forest (for example, proxyAddresses values), do so prior to initiating DirSync between the Customer user forest and the Lync and/or Exchange Online resource forests.

6.2.1.3 Add Exchange Online URL to IE Trusted Sites list

For users connecting to Exchange Online with OWA, it is necessary to add the following web site to their IE Trusted Sites list. This can be done manually or using an Active Directory GPO (group policy object):

https://exap.um.outlook.com
6.2.1.4 Step 2 – Provision Accounts for Lync
The Lync resource forest hosts only enterprise application servers and does not contain any primary user accounts. Enabled user accounts from the Customer user forest are represented as disabled user accounts in the Lync resource forest. The ObjectSID of primary user account (from the Customer user forest) is mapped to corresponding disabled user account’s msRTCSIP-OriginatorSID attribute. These disabled user accounts are enabled for Lync Server and optionally for Exchange UM.
6.2.1.4.1 Create disabled user accounts in the Lync resource forest
From the Customer user forest, initiate DirSync.

6.2.1.4.2 Enable the Lync disabled user accounts
From the Lync resource forest, run the following cmdlet:

Enable-CsUser -Identity "lyncUser1" -RegistrarPool "pool01.lyncpartner.com" -SipAddressType SamAccountName -SipDomain contoso.com
6.2.1.4.3 Configure disabled user accounts for Exchange Online UM
In order for Lync to view a disabled user account in the Lync resource forest as enabled for Exchange Online UM, the value of the LyncHostedVoiceMail parameter must be set to “1” and added to the msExchUCVoiceMailSettings attribute. This parameter also signals Lync 2013 to light up the “call voice mail” indicator. For details, see Enable Users for Hosted Voice Mail
If this attribute is not set by Exchange the Lync Server administrator must set it by running the Set-CsUser cmdlet; for example:

Set-CsUser -Identity "lyncUser1" -HostedVoiceMail $True

Additional notes:

· If Lync was installed in the Customer user forest, Exchange Online could be configured to use write-back to set the value of the msExchUCVoiceMailSettings attribute, but the multi-forest model described in this document assumes it is not enabled.

· Once a disabled user account is enabled for UM, calls can be routed to it, the Call Voice Mail tab on the Lync client is activated, and the user can listen to Voice Mail.
· If both the msExchUCVoiceMailSettings attribute and the UM proxy address settings are present in a user account, the msExchUCVoiceMailSettings attribute takes precedence. For details, see Hosted Exchange User Management.

6.2.1.4.4 Enable the disabled user accounts to receive UM messages

Perform this step on disabled user accounts that you want to enable for Exchange Online UM. Use Active Directory synchronization to add the following value to the proxyAddresses attribute: SMTP:lyncUser1@contoso.com
6.2.1.4.5 Synchronize Lync resource forest disabled user account with Customer user forest account

For each new user account:

63. Copy the hex string stored in the ObjectSID attribute

64. Paste it into the msRTCSIP-OriginatorSID attribute

This attribute mapping enables pass through authentication, making it possible for users in the Customer user forest to access services in the Lync resource forest.

6.2.1.4.6 Optional: Enable OWA for IM integration
Exchange Outlook Web Access (OWA) supports integration with Lync Server instant messaging (IM). However, there are specific configuration changes required in the Lync resource forest for Exchange Client Access Server (CAS). For details, see Enable Exchange 2013 Outlook Web App and IM Integration.

6.2.1.5 Confirm Attribute Mapping (Customer user forest to Lync resource forest)
The following table summarizes the attribute mapping required between an account in the Customer user forest and the corresponding disabled user account in the Lync resource forest. The attribute mapping can be automated using an identity management application such as FIM (recommended), or performed manually using scripts.
Table 5: Customer User Forest to Lync Resource Forest (Partner-Hosted) Attribute Mapping Table
	Attribute
	Enabled user account (lyncUser1) in the Customer user forest
	Disabled user account for lyncUser1 in the Lync resource forest

	Cn
	lyncUser1
	lyncUser1

	ObjectSID
	SIDlyncUser1
	Not used

	msRTCSIP-OriginatorSID
	Not used
	SIDlyncUser1

	telephoneNumber
	1 425 555-1234
	1 425 555-1234

	displayName
	lyncUser1
	lyncUser1

	givenName
	lyncUser1
	lyncUser1

	sn (surname)
	
	

	dn (distinguished name)
	
	

	groupType
	
	

	physicalDeliveryOfficeName
	4500
	4500

	l (city) 
	Redmond
	Redmond

	st (state)
	WA
	WA

	Country
	U.S.A
	U.S.A

	Title
	Director
	Director

	Mail
	Not used
	This value originates from the disabled user account in the Exchange Online resource forest and must be populated manually or through DirSync

For example: lyncUser1@contoso.com

	Company
	Contoso
	Contoso

	thumbnailphoto
	Not used
	Option 1: pull this from the user account in the Customer user forest and push to both Lync and Exchange Online resource forests

Option 2: use Exchange cmdlets to set it, write it back to the Customer user forest and push to the disabled user account in the Lync resource forest

	manager
	User A
	User A

	Department
	Department
	Department

	proxyAddresses
	Not used
	This value is populated when the disabled user account is enabled for Lync 

SIP proxy address

For example: sip:lyncUser1@contoso.com
For Lync users with on-premises mailboxes, all three of the following attributes must be populated manually or through DirSync

For Lync users with Online mailboxes, only the SMTP attribute is required
EUM:lyncUser1@contoso.com;phone-context=TESTDP01.contoso.com

eum:51212;phone-context=TESTDP01.contoso.com

SMTP:lyncUser1@contoso.com

	msRTCSIP-Line
	Not used
	Populated when the disabled user account is enabled for Lync

	msExchUCVoicemailSettings
	Not used
	This value is only set for Lync users that have Online mailboxes. It is set by either the Exchange or Lync service provider. In the multi-forest model it is populated from the Customer user forest using DirSync and set to indicate that UM was enabled by Lync (i.e., by setting the ExchangeHostedVoiceMail attribute to “1”)

LyncHostedVoiceMail=1

(Enabled by Lync)

LyncHostedVoiceMail=0

(Disabled by Lync)

ExchangeHostedVoiceMail=1

(Enabled by Exchange)

ExchangeHostedVoiceMail=0

(Disabled by Exchange)


6.2.1.6 Step 3 – Provision Mailbox Accounts for Exchange Online
The Exchange Online resource forest hosts only enterprise application servers and does not contain any primary user accounts. Enabled user accounts from the Customer user forest are represented as enabled user accounts in the Exchange Online resource forest.
There are 2 new attributes associated with enabled user accounts in the Exchange Online resource forest:

· UserPrincipalName

· MicrosoftOnlineServicesID

The UserPrincipalName attribute is populated from the Customer user forest Active Directory when the user accounts are created in the Exchange Online resource forest. The contents of UserPrincipalName are then used to populate MicrosoftOnlineServicesID attributes. These user accounts are enabled for Exchange Server and optionally for Exchange UM.
6.2.1.6.1 Create enabled user accounts in the Exchange Online resource forest
From the Customer user forest, initiate DirSync for Exchange.
6.2.1.6.2 Configure the Exchange enabled user accounts
From the Exchange Online resource forest, the Exchange enabled user account needs to:

· Have the Lync user’s SIP URI embedded in the EUM string of the proxyAddresses attribute. This is required for OWA so that the user can start an IM session from within OWA

This value should be created automatically once a mailbox is created for the enabled user account in the Exchange Online resource forest

· Be enabled for Instant Messaging

· Be enabled with an Exchange mailbox

6.2.1.6.3 Create an Exchange mailbox
For example, the following cmdlet will create a mailbox for lyncUser1. The contoso domain is in the Customer user forest. The user account exchonline\Admin01 is used to access the linked domain controller.

New-Mailbox -Database "Mailbox Database 1" -Name "lyncUser1" -LinkedDomainController "DC01contoso" -LinkedMasterAccount contoso\lyncUser1 -OrganizationalUnit Users -UserPrincipalName lyncUser1@contoso.com -LinkedCredential:(Get-Credential exchonline\Admin01)
6.2.1.6.4 Synchronize Exchange Online resource forest enabled user account with the corresponding enabled user account in the Customer user forest
This step is shown for reference, but technically the mapping of the ObjectSID value into the msExchMasterAccountSID attribute should happen automatically when running the New-Mailbox cmdlet. If for some reason attribute mapping didn’t occur, do the following for each new user account:

65. Copy the hex string stored in the attribute ObjectSID.

66. Paste it into the msExchMasterAccountSID attribute.

This attribute mapping enables pass through authentication, making it possible for users in the Customer user forest to access services in the Exchange Online resource forest.

6.2.1.6.5 Enable Lync EUM routing
Add user’s Lync SIP URI to the Exchange enabled user account’s proxyAddresses attribute. For example, sip:lyncUser1@contoso.com
6.2.1.6.6 Confirm Attribute Mapping (Customer user forest to Exchange Online resource forest)
The following table summarizes the attribute mapping required between an account in the Customer user forest and the corresponding enabled user account in the Exchange Online resource forest. The attribute mapping can be automated using an identity management application such as FIM (recommended), or performed manually using scripts.
Table 6: Customer User Forest to Exchange Online resource forest Attribute Mapping Table
	Attribute 
	Enabled user account (lyncUser1) in the Customer user forest
	Enabled user account for lyncUser1 in the Exchange Online resource forest

	Cn
	lyncUser1
	lyncUser1

	ObjectSID
	SIDlyncUser1
	Not used

	telephoneNumber
	1 425 555-1234
	1 425 555-1234

	displayName
	lyncUser1
	lyncUser1

	givenName
	lyncUser1
	lyncUser1

	sn (surname)
	
	

	dn (distinguished name)
	
	

	UserPrincipalName
	Not used
	This value is generated when DirSync runs in the Customer user forest and creates the MSOL (Microsoft Online) enabled user account. Then this value is used to populate MicrosoftOnlineServicesID

lyncUser1@contoso.com

	MicrosoftOnlineServicesID
	Not used
	lyncUser1@contoso.com

	groupType
	
	

	physicalDeliveryOfficeName
	4500
	4500

	l (city) 
	Redmond
	Redmond

	st (state)
	WA
	WA

	Country
	U.S.A
	U.S.A

	Title
	Director
	Director

	Mail
	
	This value is populated on the Exchange Online enabled user account (assuming a valid license is in place)

For example:

lyncUser1@contoso.com

	Company
	Contoso
	Contoso

	thumbnailphoto
	
	

	manager
	User A
	User A

	Department
	Department
	Department

	proxyAddresses
	
	This value is populated on the Exchange Online enabled user account (assuming a valid license is in place) and the account is enabled for UM
EUM:lyncUser1@contoso.com;phone-context= TESTDP01.contoso.com

eum:51212;phone-context= TESTDP01.contoso.com

SMTP:lyncUser1@contoso.com) 

X500:/o=ExchangeLabs
/ou=Exchange Administrative Group FYDIBOHF23SPDLT)
/cn=Recipients
/cn=Contoso.onmicrosoft.com-56975-lyncUser1

This value must be populated on the user object in the Customer user forest and then replicated to the enabled user account in the Exchange Online resource forest; either manually or using DirSync:

SIP proxy address

For example sip:lyncUser1@contoso.com


6.2.1.6.7 Confirm Attribute Mapping required for Exchange Rich Coexistence (Customer user forest)
The following attributes must be modified in the Customer user forest to support Rich Coexistence. Attribute modification occurs automatically if Exchange Online write-back is configured, but otherwise, the attributes must be modified during the Identity Management process.

The Customer user forest Active Directory does not receive updates from the Lync resource forest Active Directory, but will need to support write-back requests from the Exchange resource forest to support features such as online archiving, configuration of safe / blocked senders and online UM. See Plan for directory synchronization for Office 365 for details.
Table 7: Attributes Required for Exchange Online Rich Coexistence
	Attribute(s)
	Feature

	msExchSafeSendersHash

msExchBlockedSendersHash

msExchSafeRecipientHash
	Filtering Coexistence 
enables on-premises filtering using cloud safe/blocked sender info

	msExchArchiveStatus
	Cloud Archive
Allows on-premises users to archive mail to the Office 365 service

	ProxyAddresses (cloudLegDN)
	Mailbox off-boarding
Enables off-boarding of mailboxes back to on-premises

	msExchUCVoiceMailSettings
	Voicemail Co-Existence
Enables on-premises mailbox users to have Lync in the cloud


7 Scenario B – Lync Server with Exchange Hybrid (Online Multitenant with on-premises)
If you are deploying Exchange Online, then skip this section and follow the guidance in Scenario A: Lync Server with Exchange Online (Multi-tenant) Implementation Details.
You can think of the multi-forest model as a standard multi-forest deployment with Lync and Exchange deployed in resource forests; the distinction is that the Lync and Exchange Online resource forests are hosted externally by potentially two different hosting providers and without a trust relationship between them. The process for deploying Lync in a resource forest is well documented and will not be covered in this document. 

For details, see Deploying Lync Server 2010 in a Resource Forest Topology.
Note:   Exchange Online is provided as an Office 365 service and therefore, no Exchange-specific installation is required. However, establishing federation between the Customer user forest and the Exchange Online environment is required and high level guidance is provided later in this document.

What will also be described are the high level steps required to compensate for the fact that Lync and Exchange are in separate resource forests that do not have a trust relationship between them. They fall into two basic categories:
Initial Forest Configuration – focus is on activities that occur once or on a very limited basis, such as manually configuring the Lync and Exchange Online resource forests for Unified Messaging

Ongoing Identity Management – this section describes the process for enabling new users for Lync and Exchange Online features such as Enterprise Voice, Unified Messaging and Mailboxes
7.1 Initial Forest Configuration
In the multi-forest model, the Customer user forest Active Directory is authoritative and directory synchronization occurs outbound from it to the Lync and Exchange Online resource forest Active Directories respectively.

The following steps assume that two resource forests have been established, one for Lync and one for Exchange. And that Lync and Exchange have been installed and configured using Microsoft best practices for scalability, high availability and site resiliency.

In addition:
· The Lync resource forest provides PSTN connectivity through a Partner provider and contains disabled user accounts representing all users for the Customer that will be enabled for IM, Presence, conferencing, mobility, and enterprise voice. External user access is also assumed.
Note:   The SIP address associated with the disabled user account in the Lync resource forest must match the SIP domain associated with the Customer user forest. For example, the lyncUser1@contoso.com account in the Customer user forest would map to the disable user account lyncUser1@lyncpartnters.com in the Lync resource forest; for that reason, you need to add contoso.com as a supported SIP domain in the Lync resource forest (lyncpartner.com).

· The Exchange Online resource forest is a multi-tenant environment hosted by Microsoft and contains enabled user accounts representing all users in the Customer user forest that will have mailboxes and be enabled for UM. All access to Exchange Online is external and federation, external user access, virus protection, and mail routing are provided as part of the service. Customers need only to configure connectivity to the Exchange Online environment and setup account provisioning/management.
Directory synchronization must be run only from the Customer user forest. Each resource forest requires its own directory synchronization process, even though you are synchronizing user objects from the same Active Directory (the Customer user forest AD). The same applies to whatever identity management process or application is used; there must be two separate systems in place.
Running DirSync from the Customer user forest allows for centralized management of accounts and eliminates the need for attribute write-back. It also simplifies attribute manipulation because the enabled user account can contain attributes that can be pushed to both the Lync and Exchange Online resource forests (for example, values contained in the proxyAddresses attribute are required by both Lync and Exchange).
7.1.1 Step 1 – Make Changes to Global DNS Settings
In our example, the Customer user forest is represented by the contoso.com DNS name space, which is configured using a split-brain model (internal and external DNS zones are the same). As a result, all DNS records must be created within the contoso.com zone; conditional forwarders will take care of resolving contoso.com records that point to resources in the Lync and Exchange Online resource forests. See Add your domain to Office 365 when you want to manage your own DNS records for details regarding DNS records required for Exchange Online.

· SRV records cannot span zones so when creating SRV records in one forest (for example, the Customer user forest) that needs to reference a server in another forest (for example, the Lync resource forest), you would create an A record in contoso.com that points to the Lync server in the lyncpartner.com zone and then create an SRV record in contoso.com that points to that A record.
· Only the Meet Simple URL is modified to include additional SIP domains. For details, see DNS Requirements for Simple URLs.

· The tables below are for reference; in some cases, the DNS records required may already exist; in which case no action is required.

7.1.1.1 Create / Modify Internal DNS Records

The following table contains a detailed list of the DNS records required in the Customer user forest internal DNS zone (for example the contoso.com zone) to support locating resources in the Customer user forest, plus the Lync and Exchange Online resource forests. In some cases, the DNS records will already exist and just need to be redirected to resources in a different forest, but if they don’t exist, they must be created to support the full Lync and Exchange feature set described in this document.

Table 8: Internal DNS Records Required for Multi-forest Model
	Internal DNS
	Record Type
	Name
	Points To IP Address of:

	Zone = contoso.com

	Lync-Specific Records
	
	
	

	
	A
	sip.contoso.com
	Director/Pool VIP in Lync resource forest

	
	A
	meet.contoso.com
	Director/Pool Internal Web Services VIP in Lync resource forest

	
	A
	lyncdiscoverinternal.contoso.com
	Director/Pool Internal Web Services VIP in Lync resource forest

	
	CNAME

(Optional)
	lyncdiscoverinternal.contoso.com
	Internal Web services FQDN (e.g., webint.lyncpartner.com)

	
	SRV
	_sip._tls.contoso.com (5061)
	sip.contoso.com A record, which in turn, points to the Director/Pool VIP in Lync resource forest

	Exchange Online-Specific Records
	
	
	

	
	A
	mail.contoso.com
	CAS server or CAS Array VIP in Exchange resource forest

	
	A
	autodiscover.contoso.com

Note:   Lync and mobile clients will try the DNS A record first and then the SRV
	CAS server or CAS Array VIP in Exchange resource forest

	
	A
	owa.contoso.com
	CAS server or CAS Array VIP in Exchange resource forest

	
	SRV
	autodiscover._tcp.contoso.com (443)
	mail.contoso.com A record which in turn, points to the IP of CAS server or CAS Array VIP in Exchange resource forest

	Zone = lyncpartner.com

	Follow best practices for Lync DNS records; no additional DNS records required in the Lync resource forest

	Zone = exchonline.com

	Follow best practices for Exchange DNS records; no additional DNS records required in the Exchange Online resource forest


7.1.1.2 Create / Modify External DNS Records
The following table contains a detailed list of the DNS records required in the Customer user forest external DNS zone (for example the external version of the contoso.com zone) to support locating resources in the Lync and Exchange Online resource forests. In some cases, the DNS records will already exist and just need to be redirected to resources in a different forest, but if they don’t exist, they must be created to support the full Lync and Exchange feature set described in this document.
Table 9: External DNS Records Required for Multi-forest Model
	External DNS
	Record Type
	Name
	Points To IP Address of:

	Zone = contoso.com

	Lync-Specific Records
	
	
	

	
	A
	sip.contoso.com
	IP of Access Edge Server / VIP in Lync resource forest Perimeter Network

	
	A
	meet.contoso.com
	IP of Reverse Proxy Server / VIP in Lync resource forest Perimeter Network

	
	A
	autodiscover.contoso.com
	IP of Reverse Proxy Server / VIP in Lync resource forest Perimeter Network

	
	A
	lyncdiscover.contoso.com
	IP of Reverse Proxy Server / VIP in Lync resource forest Perimeter Network 

	
	CNAME

 (optional)
	lyncdiscover.contoso.com
	External Web services FQDN (e.g., webext.lyncpartner.com)

	
	SRV
	_sip._tls.contoso.com (5061)
	sip.contoso.com A record, which in turn, points to the IP of Access Edge Server / VIP in Lync resource forest Perimeter Network

	
	SRV
	_sipfederationtls._tcp.contoso.com (5061)
	sip.contoso.com A record, which in turn, points to the IP of Access Edge Server / VIP in Lync resource forest Perimeter Network

	Exchange Online-Specific Records
	
	
	

	
	A
	autodiscover.contoso.com
	IP of Reverse Proxy Server or CAS Array VIP in the Exchange resource forest Perimeter Network

	
	A
	owa.contoso.com
	IP of Reverse Proxy Server or CAS Array VIP in the Exchange resource forest Perimeter Network

	
	A
	mail.contoso.com
	IP of Reverse Proxy Server or CAS Array VIP in the Exchange resource forest Perimeter Network

	
	MX
	mail.contoso.com
	IP of Exchange Edge server (SMTP transport) in the Exchange resource forest Perimeter Network

	
	SRV
	_autodiscover._tcp.contoso.com (443)
	mail.contoso.com A record which in turn, points to the IP of Reverse Proxy Server or CAS Array VIP in the Exchange resource forest Perimeter Network

	Zone = lyncpartner.com

	Follow best practices for Lync DNS records; no additional DNS records required in the external lyncpartner.com DNS zone

	Zone = exchonline.com

	Follow best practices for Exchange DNS records; no additional DNS records required in the external exchonline.com DNS zone


Additional details:

· TMG publishing wizard turns pre-auth on by default. If using TMG as an AD FS proxy server, disable pre-authentication if it’s turned on. We are establishing an anonymous session but the POST contains the token provided by the MFG saying the Exchange Online CAS (client access server) is legitimate (in effect, Authentication isn’t disabled, it’s just not in the form of username and password pair like a typical connection).

· The on-premises firewall must allow access to https://autodiscover.contoso.com/autodiscover.svc/WSSecurtiy.

· Internally, Autodiscover must point to an Exchange 2013 server because support for federation trusts didn’t exist prior to Exchange 2010.

· on-premises CAS must have a public cert bound to IIS.

7.1.2 Step 2 - Configure Customer User Forest
This step is used to establish the following:

· Customer user forest and Lync resource forest interoperability

· Customer user forest and Exchange Online resource forest interoperability

Lync and Exchange are technically both hosted in resource forests, but Exchange is hosted online as an Office 365 multi-tenant service, so there is quite a bit of variation when configuring the Customer user forest to support both environments.
7.1.2.1 Update Root CA
If not using public certificates in the Customer user forest, publish the Trusted Root certificate and any intermediate certificates, from the Lync resource forest into the Trusted Root Certification Authorities Store of the Customer user forest.

From a workstation or server in the Customer user forest, open a CMD window and run the following:

certutil -dspublish -f <lync-root-ca-cert-filename.cer> RootCA

If there are Intermediate certificates in the chain, publish them as well using the –SubCA switch as follows:

certutil -dspublish -f <lync-intermediate-ca-cert-filename.cer> SubCA

Optionally, to make sure the changes have taken effect, you can run the following command on user’s workstations to pull the CA updates from the Lync resource forest Active Directory: 

gpupdate –force
7.1.2.2 Configure the Customer user forest for SSO with Exchange Online
Users in the Customer user forest will experience SSO (Single Sign On) when accessing services in the Exchange Online resource forest if an AD FS infrastructure is installed in the Customer user forest. This will enable Active Directory users in the Customer user forest for SSO access to Exchange Online using their corporate domain credentials.
This applies to users who are logged on to computers located physically on the corporate network or that are logged on remotely to the corporate network.

To configure AD FS, see Checklist: Use AD FS to implement and manage single sign-on and Verify and manage single sign-on with AD FS.
Note   Users in the Customer user forest will experience SSO (Single Sign On) when accessing services in the Lync resource forest if passwords are synchronized between the two forests. There are third party solutions available for password synchronization but the subject is out of scope for this document.
7.1.2.3 Establish Directory Synchronization with the Lync Resource Forest Active Directory
For each user account in the Customer user forest, you must create a corresponding disabled user account in the Lync resource forest using some form of directory synchronization.

At a minimum, the directory synchronization process used should have the ability to:

· Run from within the Customer user forest while providing forest level administrative credentials for both the Customer user forest and the Lync resource forest

· Pull accounts from multiple Active Directory OU containers and push to a dedicated OU container in the Lync resource forest as disabled user accounts

· Be dedicated to directory synchronization between the Customer user forest and the Lync resource forest

If you don’t have a preferred directory synchronization process, FIM has a built-in synchronization service that meets these requirements. For details, see Introduction to Outbound Synchronization.

7.1.2.4 Automate Lync Identity Management Process
For each disabled user account in the Lync resource forest, you must manipulate specific attributes once the accounts have been enabled for Lync features. This can be scripted, but generally an application is used.

At a minimum, the identity management process used should have the ability to:

· Run from within the Customer user forest while providing forest level administrative credentials for both the Customer user forest and the Lync resource forest

· Modify attributes on disabled user accounts in the Lync resource forest from the application running in the Customer user forest

· Provide values for specific attributes based on variables provided by an operator at run time, values pulled from Active Directory, or values read into memory from a CSV file

· Be dedicated to identity management between the Customer user forest and the Lync resource forest

If you don’t have a preferred identity management application, a FIM management agent (when combined with the FIM directory synchronization process), meets these requirements. 

For details, see Understanding Data Synchronization with External Systems and How Do I Synchronize Users from Active Directory Domain Services to FIM.

7.1.2.5 Establish Directory Synchronization with the Exchange Online resource forest Active Directory
For each user account in the Customer user forest, you must create a corresponding enabled user account in the Exchange Online resource forest using some form of directory synchronization.

At a minimum, the directory synchronization process used should have the ability to:

· Run from within the Customer user forest while providing forest level administrative credentials for both the Customer user forest and the Exchange Online resource forest

· Pull accounts from multiple Active Directory OU containers and push to a dedicated OU container in the Exchange Online resource forest as enabled user accounts

· Be dedicated to directory synchronization between the Customer user forest and the Exchange Online resource forest

For Active Directory synchronization with Exchange Online, use using one of the following two options
· The Office 365 DirSync appliance

For details, For details, see Directory synchronization roadmap, Microsoft Directory Synchronization Tool 9.1, and Manage identities for single-forest hybrid environments using on-premises authentication.
· The FIM 2010 Connector for Office 365

For details, see Multi-Forest Active Directory Support in Office 365 (sign in required).
7.1.2.6 Automate Exchange Identity Management Process
For each enabled user account in the Exchange Online resource forest, you must manipulate specific attributes once the accounts have had Exchange mailboxes created for them and been enabled for Exchange features. If Exchange is hosted on-premises, attribute manipulation occurs directly on the enabled user accounts in the Customer user forest and can be scripted or automated. However, for enabled user accounts hosted in the Exchange Online resource forest, attribute manipulation occurs in the Customer user forest; with changes pushed up to Exchange Online using DirSync. 
At a minimum, the identity management process used should have the ability to:

· Run from within the Customer user forest while providing forest level administrative credentials for both the Customer user forest and the Exchange Online resource forest

· Modify attributes on enabled user accounts in the Exchange Online resource forest from the application running in the Customer user forest

· Provide values for specific attributes based on variables provided by an operator at run time, values pulled from Active Directory, or values read into memory from a CSV file

· Be dedicated to identity management between the Customer user forest and the Exchange Online resource forest

If you don’t have a preferred identity management application, the FIM 2010 Connector for Office 365 (when combined with the FIM directory synchronization process), meets these requirements. 

For details, see Multi-Forest Active Directory Support in Office 365, Understanding Data Synchronization with External Systems, and How Do I Synchronize Users from Active Directory Domain Services to FIM.

7.1.2.7 Order Certificates for Lync and Exchange
If Lync and Exchange have been deployed using best practices, certificates will already be in place but may not have the necessary SAN entries for functioning across resource forest boundaries. Below is a list of the certificates and associated SAN entries that are required to support the Lync Server with Exchange Online model.
For details regarding Exchange, see Understanding Exchange Certificate Requirements.

Table 10: Subject Alternative Name Modification Requirements (by forest)
	Location / Role
	Certificate Subject Name (SN)
	SAN Entries

	Customer user forest (contoso.com)
	sts.contoso.com
	Not Applicable

	
	
	

	Lync resource forest (lyncpartner.com)
	
	

	Pool01 Front End server
	For example: 

pool01.lyncpartner.com
	sip.contoso.com (for client auto config)

meet.contoso.com

lyncdiscoverinternal.contoso.com

lyncdiscover.contoso.com

	Edge Access Proxy
	For example:

ap.lynpartner.com
	sip.contoso.com (for federation)

	Reverse Proxy
	For example:

webext.lynpartner.com
	meet.contoso.com

dialin.contoso.com

lyncdiscover.contoso.com

	Exchange Online resource forest (exchonline.com)
	
	

	CAS
	For example:

casarray.exchonline.com
	autodiscover.contoso.com

mail.contoso.com

owa.contoso.com


7.1.2.8 Configure DNS to locate services in the Lync and Exchange Online resource forests
Clients in the Customer user forest must be able to resolve names of Lync and Exchange servers in their respective resource forests. For example, to locate pool01.lyncpartner.com, the Customer user forest, contoso.com, must be able to make DNS queries for lyncpartner.com
To use conditional forwarding (recommended if the Customer user forest DNS supports it), create two conditional forwarding rules. For details, see Configure a DNS Server to Use Forwarders.

67. Lync Forwarder – resolves the Lync resource forest FQDN to the IP Address of DNS servers in the Lync resource forest

68. Exchange Forwarder – resolves the Exchange Online resource forest FQDN to the IP Address of DNS servers in the Exchange Online resource forest

Otherwise, use Stub Zones. For details, see Add a Stub Zone.

Note   Make sure your Lync Edge server can resolve the sipfederationTLS record of the Customer user forest SIP domain (e.g., contoso.com).

7.1.3 Step 3 – Configure Lync Resource Forest
In a typical deployment, Lync and Exchange share the same Active Directory and all the configuration steps occur in the same forest. In the multi-forest model, configuration steps are split between the Lync and Exchange Online resource forests. And in some cases, such as running Exchange /PrepareSchema, the tasks occur in both resource forests. This section documents changes required in the Lync resource forest.
7.1.3.1 Establish Trust

To allow users in the Customer user forest to access resources in the Lync resource forest, you must establish a one-way forest trust where the Lync resource forest (for example, lyncpartner.com) trusts the Customer user forest (for example, contoso.com).
For details, see Create a One-Way, Outgoing, Forest Trust for Both Sides of the Trust.

7.1.3.2 Update Root CA
If not using public certificates in the Lync resource forest, publish the Trusted Root certificate and any intermediate certificates, from the Customer user forest into the Trusted Root Certification Authorities Store of the Lync resource forest. 

From a workstation or server in the Lync resource forest, open a CMD window and run the following:

certutil -dspublish -f <customer-root-ca-cert-filename.cer> RootCA
If there are Intermediate certificates in the chain, publish them as well using the –SubCA switch as follows:

certutil -dspublish -f <customer-intermediate-ca-cert-filename.cer> SubCA

Optionally, to make sure the changes have taken effect, you can run the following command on user’s workstations to pull the CA updates from the Lync resource forest Active Directory: 

gpupdate –force

7.1.3.3 Configure DNS to locate services in the Customer User Forest and Exchange Online resource forest
Servers in the Lync resource forest must be able to resolve names of clients in the Customer user forest and servers in the Exchange Online resource forest. For example, to locate casarray01.exchonline.com, the Lync resource forest, lyncpartner.com, must be able to make DNS queries for exchonline.com.
To use conditional forwarding (recommended if the Customer user forest DNS supports it), create two conditional forwarding rules. For details, see Configure a DNS Server to Use Forwarders.
· Customer Forwarder – resolves the Customer user forest FQDN to the IP Address of DNS servers in the Customer user forest

· Exchange Forwarder – resolves the Exchange Online resource forest FQDN to the IP Address of DNS servers in the Exchange Online resource forest

Otherwise, use Stub Zones. For details, see Add a Stub Zone.

7.1.3.4 Prepare the Lync Resource Forest Active Directory for Lync
Disabled user accounts in the Lync resource forest must be enabled for Lync features, and doing so requires that the schema be extended so the necessary attributes are available to add to the disabled user accounts. Also, forestprep and domainprep must be run so that the Lync resource forest administrator has the necessary permissions to setup and manage the Lync environment. To perform these operations:
69. Run Lync schemaprep. For details see Running Active Directory schema preparation in Lync Server 2013.

70. Run Lync forestprep. For details see Running forest preparation for Lync Server 2013.

71. Run Lync domainprep in each domain hosting Lync servers. For details see Running domain preparation for Lync Server 2013.

7.1.3.5 Install and Configure Lync Server Using Microsoft Best Practices
Installation and configuration of Lync server is out of scope for this document but it is assumed that at a minimum, the following roles have been installed using Microsoft best practices:
· Enterprise Edition Front End Pool with at least a single Front End server. For details, see Deploying Lync Server 2013 Enterprise Edition.

· External User Access. For details, see Deploying Edge Servers.

· Enterprise Voice. For details, see Deploying Enterprise Voice.

· Dial-in Conferencing. For details, see Configuring Dial-in Conferencing.

· Mobility. For details, see Deploying Mobility.

· Monitoring. For details, see Deploying Monitoring.

Note   Clients and Devices will be installed in the Customer user forest and access Lync servers in the Lync resource forest.
If hardware load balancing is deployed for either Lync Front End servers or Edge servers, be sure to select a device that meets all the Lync Server 2013 requirements. For details, see Lync Server 2013 Load Balancer Partners. Select the Load Balancers tile on the “Infrastructure qualified for Microsoft Lync” page.
7.1.3.6 Install and Configure PSTN connectivity
This step is performed by the Partner Hosting provider that is hosting the Lync Partner forest services for the customer. Connecting mediation servers in the Lync resource forest to the Partner’s carrier network and creating Lync dial plans, voice polices, phone usage records, and routes is outside the scope of this document.
7.1.3.7 Configure the Lync Resource Forest for Exchange Online UM
Follow these steps to configure the Lync resource forest for Exchange Online UM.

7.1.3.7.1 Configure the Edge Server for Integration with Exchange Online UM

The following steps are performed in the Lync resource forest and associated perimeter network. Once complete, the users in the Customer user forest will be able to access Exchange Online UM using the corresponding disabled user accounts in the Lync resource forest.
For details on each of these 4 tasks, see Configure the Edge Server for Integration with Hosted Exchange UM.

72. Confirm these two records are in the External DNS for contoso.com:
· IP of Lync resource forest Edge sever / VIP

A
sip.contoso.com

Note   This example assumes your Lync Access Edge external FQDN is sip.contoso.com but you should change it accordingly. The same is true for the SRV record below.

· Lync Federation SRV record

SRV
_sipfederationtls._tcp.contoso.com 
(5061)


(Point to sip.contoso.com A record)

73. Run the following cmdlet to configure the Edge Server for federation:

Set-CsAccessEdgeConfiguration -UseDnsSrvRouting -AllowFederatedUsers 1 -EnablePartnerDiscovery 0

74. Replicate Central Management store data to the Edge Server and verify the replication.
· Replicate the Central Management store data to the Edge Server. For the procedure, see Export Your Topology and Copy It to External Media for Edge Installation.

· Verify that the replication to the Edge Server is complete. For the procedure, see Verify Connectivity Between Internal Servers and Edge Servers.

75. Run the following cmdlet to modify or create a hosting provider on the Edge Server:
New-CsHostingProvider -Identity contoso.com -Enabled $True -EnabledSharedAddressSpace $True -HostsOCSUsers $False -ProxyFQDN "exap.um.outlook.com" -IsLocal $False -VerficationLevel UseSourceVerification

7.1.3.7.2 Create Hosted Voice Mail Policy
The global hosted voice mail policy is installed with Lync Server 2013. You can modify it to meet your needs, but you cannot rename or delete it. 

To modify the global policy, you use the Set-CsHostedVoicemailPolicy cmdlet to set the parameters to appropriate values for your specific deployment:

Set-CsHostedVoicemailPolicy -Destination exap.um.outlook.com -Organization "tentantName.onmiccrosoft.com"

If you want to create a new site level Hosting Voice Mail Policy, use this cmdlet:
New-CsHostedVoicemailPolicy -Identity site:Portland -Destination exap.um.outlook.com -Description "Hosted voice mail policy for the Portland site." -Organization "tentantName.onmiccrosoft.com"

For details, see Manage Hosted Voice Mail Policies.

7.1.3.8 Configure the Lync Resource Forest for Exchange on-premises UM
To support Exchange UM (Unified Messaging), the Lync resource forest Active Directory schema must be extended. Also, an Exchange organization hierarchy must be created under CN=Microsoft Exchange,CN=Services,CN=Configuration,DC=<root domain >, in the Lync resource forest AD Configuration Naming Context. Calling Exchange setup.com with the /PrepareAD parameter performs both operations.

Even though the Exchange application is not actually installed in the Lync resource forest, the Exchange organization container is required for storage of UMDialPlan and UMServer objects. When Lync Front End servers boot up, they look in the Exchange folder for “CN=UM DialPlan Container” and cache the UM Server FQDNs they find there.

This step assumes the following conditions are true in both the Exchange resource forest and the Customer user forest:
· Exchange 2013 is installed and the latest service pack is applied to all Exchange servers. For details, see Upgrade Exchange 2013 to the Latest Cumulative Update.
· At least one SIP dial plan is in place and properly configured; including the SIP Secured / Secured settings. For details, see Create a UM Dial Plan.
· The necessary certificates are installed and the Root CA has been updated. For details, see Configure Certificates on the Server Running Microsoft Exchange Server Unified Messaging.
To configure the Lync resource forest for Exchange UM, perform the steps in each of the following section.
7.1.3.8.1 Prepare Exchange for Active Directory

From the Exchange installation media, run Exchange setup.com /PrepareAD /OrganizationName:<orgName>. For pre-requisites and details, see Prepare Active Directory and Domains for Exchange 2013.
Note   When prompted for an Exchange Organization name, specify a name that does not match the Exchange Organization name used in the Exchange resource forest and/or the Customer user forest.
7.1.3.8.2 Apply ACLs to Lync resource forest Active Directory containers
Apply ACLs as described in the following table.

Table 11: Permissions required for Lync to locate Exchange UM Routing Details

	Object Name
	Name
	Apply To
	Special Permissions

	Exchange Organization
	RTCComponentUniversalServices
	This object and all descendant objects
	List contents (Allow)

Read all properties (Allow)

	Exchange Organization
	RTCUniversalServerAdmins
	This object and all descendant objects
	List contents (Allow)

Read all properties (Allow)


7.1.3.8.3 Import the Active Directory modules for Windows PowerShell

Run the following cmdlet to import the module:
PS C:\> import-module activedirectory

7.1.3.8.4 Manually create Exchange UM Dial Plans in the Lync resource forest

If Lync and Exchange were deployed in the same resource forest, the Exchange Management Shell could be used to call the New-UMDialPlan cmdlet. But since that is not the case, it is necessary use the Active Directory New-ADObject cmdlet to duplicate what the Exchange New-UMDialPlan cmdlet does.
Important   The UM Dial Plan name (for example, TESTDP02) created in the Lync resource forest MUST match a UM Dial Plan in the Customer user forest.
The following example assumes “lyncpartner.com” is the domain name and “Exchange Organization” is the Exchange org name:

New-ADObject -Name TESTDP02 -Type msExchUMDialPlan -Path "CN=UM DialPlan Container,CN=Exchange Organization,CN=Microsoft Exchange,CN=Services,CN=Configuration,DC=Lyncpartner,DC=com" -OtherAttributes @{msExchUMASREnabled="TRUE";msExchUMAudioCodec="1";msExchUMAvailableLanguages="1033";msExchUMCallFailuresToDisconnect="3";msExchUMCallSomeoneEnabled="TRUE";msExchUMDefaultLanguage="1033";msExchUMDialByNamePrimary="0";msExchUMDialByNameSecondary="2";msExchUMDialPlanFlags="0";msExchUMDialPlanSubscribersAllowed="TRUE";msExchUMDialPlanURIType="3";msExchUMDialPlanVoipSecurity="3";msExchUMExtensionLengthNumbersAllowed="FALSE";msExchUMFaxEnabled="TRUE";msExchUMInputRetries="3";msExchUMInputTimeout="5";msExchUMLogonFailuresBeforeDisconnect="3";msExchUMMaxCallDuration="30";msExchUMMaxRecordingDuration="20";msExchUMNDRReqEnabled="FALSE";msExchUMNumberingPlanDigits="4";msExchUMPhoneContext="TESTDP02.CONTOSO.COM";msExchVersion="4535486012416";msExchUMVoiceMailPilotNumbers="+18005552222"}
Note   If you are integrating with Exchange Server 2010 SP1 or above, the Lync Server dial plan and Exchange UM SIP dial plan names do not need to match.
7.1.3.8.5 Manually create Exchange UM Server objects in the Lync resource forest

Use the Active Directory New-ADObject cmdlet to duplicate what the Exchange New-UMServer cmdlet does.
The UM Server name (for example, TESTUMServer02) created in the Lync resource forest must match a UM Server name in the Customer user forest. Be sure to substitute the “msExchUMCertificateThumbprint” value shown in the following example with the thumbprint value from the UM server in the Customer user forest.

The following example assumes “lyncpartner.com” is the domain name and “Exchange Organization” is the Exchange org name:
New-ADObject -Name TESTUMServer02 -Type msExchExchangeServer -Path "CN=Servers,CN=Exchange Administrative Group (FYDIBOHF23SPDLT),CN=Administrative Groups,CN=Exchange Organization,CN=Microsoft Exchange,CN=Services,CN=Configuration,DC=Lyncpartner,DC=Com" -OtherAttributes @{legacyExchangeDN="/o=Exchange Organization/ou=Exchange Administrative Group (FYDIBOHF23SPDLT)/cn=Configuration/cn=Servers/cn=TESTUMServer02";msExchCurrentServerRoles="16";msExchMinAdminVersion="-2147453113";msExchProductID="90555-232-7000007-051114";msExchServerSite="CN=Default-First-Site-Name,CN=Sites,CN=Configuration,DC=Lyncpartner,DC=Com";msExchUMAvailableLanguages="1033";msExchUMCertificateThumbprint="33326ED28EF0757F7EE5CFFC963EAD4D85EBE908";msExchUMStartupMode="1";msExchUMTcpListeningPort="5060";msExchUMTlsListeningPort="5061";msExchVersion="4535486012416";networkAddress="ncacn_ip_tcp:TESTUMServer02.CONTOSO.com";serialNumber="Version 14.0 (Build 0.0)";versionNumber="1937932535"}

7.1.3.8.6 Manually associate the UM Server object with the UM DialPlan object

Use the Active Directory New-ADObject cmdlet to associate the newly created UMServer and UMDialPlan objects. The following example assumes “lyncpartner.com” is the domain name and “Exchange Organization” is the Exchange org name. Run the following cmdlet to map the UM Server Object to a UM DialPlan Object (Exchange on-premises):
Set-ADObject -Identity "CN=TESTUMServer02,CN=Servers,CN=Exchange Administrative Group (FYDIBOHF23SPDLT),CN=Administrative Groups,CN=Exchange Organization,CN=Microsoft Exchange,CN=Services,CN=Configuration,DC=Lyncpartner,DC=Com" -add @{msExchUMServerDialPlanLink="CN=TESTDP02,CN=UM DialPlan Container,CN=Exchange Organization,CN=Microsoft Exchange,CN=Services,CN=Configuration,DC=Lyncpartner,DC=Com"}

7.1.3.8.7 Manually create an Exchange Auto Attendant in the Lync resource forest:

Use the Active Directory New-ADObject cmdlet to create a new UM Auto Attendant object in the Lync resource forest configuration container so that ocsumutil has some where to store the contact objects it creates. Please note the following:
· The UM Auto Attendant name (for example, TESTAA02) created in the Lync resource forest must match a UM Dial Plan in the Customer user forest.

· The phone number associated with the UM Auto Attendant created in the Lync resource forest (for example, msExchUMAutoAttendantDialedNumbers=” +18005554444”) MUST match a UM Auto Attendant phone number in the Customer user forest.
The following example assumes “lyncpartner.com” is the domain name and “Exchange Organization” is the Exchange org name:
New-ADObject -Name TESTAA02 -Type msExchUMAutoAttendant -Path "CN=UM AutoAttendant Container,CN=Exchange Organization,CN=Microsoft Exchange,CN=Services,CN=Configuration,DC=Lyncpartner,DC=Com" -OtherAttributes @{msExchUMASREnabled="TRUE";msExchUMAutoAttendantDialedNumbers="+18005554444";msExchUMAutoAttendantDialPlanLink="CN=TESTDP02,CN=UM DialPlan Container,CN= Exchange Organization,CN=Microsoft Exchange,CN=Services,CN=Configuration,DC=Lyncpartner,DC=Com";msExchUMAutoAttendantFlags="3";msExchUMAvailableLanguages="1033";msExchUMCallSomeoneEnabled="TRUE";msExchUMDialPlanSubscribersAllowed="TRUE";msExchUMExtensionLengthNumbersAllowed="TRUE";msExchUMSendVoiceMessageEnabled="FALSE";msExchVersion="44220983382016"}

7.1.3.8.8 Run the Exchange UM Integration tool ocsumutil.exe

Use ocsumutil.exe to create UM Auto Attendant and Subscriber Access contact objects in the Lync resource forest Active Directory. From a Lync Pool Front End server, open a CMD window with Administrative privileges and run the following command. This example assumes that you installed Lync Server in the default location.

%CommonProgramFiles%\Microsoft Lync Server 2013\Support\ocsumtuil.exe

7.1.3.8.9 Validate Successful Creation of Exchange UM DialPlan and UM Server objects
Perform the following steps to validate the creation of the dial plan:
76. From a Lync Pool Front End server, click Start > Run, and then type eventvwr select OK to load the Windows Event Viewer.

77. Expand Applications and Services Logs, click Lync Server and search for Event ID 44024 with Source = LS Exchange Unified Messaging Routing.

78. Confirm that you see the correct UM Dial Plan name(s) and UM Server FQDN value(s).

For Example, using the UM naming conventions in this section; under the General tab, something similar to the following will appear if everything is configured correctly:

Exchange Unified Messaging Routing Application found the following Exchange UM dial plans:

1.TESTDP02.contoso.com

TESTUMServer02.contoso.com

7.1.4 Step 4 – Configure Exchange Online Resource Forest
In a typical deployment, Lync and Exchange share the same Active Directory and all the configuration steps occur in the same forest. In the multi-forest model, configuration steps are split between the Lync and Exchange Online resource forests. In the case of Exchange Online, Microsoft supplies the Exchange services and all that remains is to connect the Customer user forest to them using the Microsoft federation gateway. For more information about setting up Office 365, see the Office 365 Deployment Guide.
7.2 Ongoing Identity Management
The steps in this section typically reoccur on a scheduled basis, and the assumption is that in all cases:

· All Active Directory user accounts are created in the Customer user forest

· Users sign-in from a workstation in the Customer user forest

· A new user account in Active Directory is what starts the process

· If an account is enabled for Lync, it also has an Exchange mailbox and voice mail
7.2.1 Step 1 – Create New Active Directory Account(s)
Perform the steps in this section in the Customer user forest. After you complete these tasks, wait for Active Directory replication to complete before moving to the next section.
7.2.1.1 Create new Active Directory user accounts from an authoritative source

If applicable, assign group membership that indicates to the provisioning system/team that the new user(s) will be enabled for Lync and Exchange services

7.2.1.2 Add attributes manually

If it is necessary to pre-populate attributes on the enabled user accounts in the Customer user forest (for example, proxyAddresses values), do so prior to initiating DirSync between the Customer user forest and the Lync and/or Exchange Online resource forests.

7.2.1.3 Add Exchange Online URL to IE Trusted Sites list

For users connecting to Exchange Online with OWA, it is necessary to add the following web site to their IE Trusted Sites list. This can be done manually or using an Active Directory GPO (group policy object):

https://exap.um.outlook.com

7.2.2 Step 2 – Provision Accounts for Lync
The Lync resource forest hosts only enterprise application servers and does not contain any primary user accounts. Enabled user accounts from the Customer user forest are represented as disabled user accounts in the Lync resource forest. The ObjectSID of primary user account (from the Customer user forest) is mapped to corresponding disabled user account’s msRTCSIP-OriginatorSID attribute. These disabled user accounts are enabled for Lync Server and optionally for Exchange UM.
7.2.2.1.1 Create disabled user accounts in the Lync resource forest
From the Customer user forest, initiate DirSync.

7.2.2.1.2 Enable the Lync disabled user accounts
From the Lync resource forest, run the following cmdlet:

Enable-CsUser -Identity "lyncUser1" -RegistrarPool "pool01.lyncpartner.com" -SipAddressType SamAccountName -SipDomain contoso.com
7.2.2.2 Configure disabled user accounts for Exchange Online UM
In order for Lync to view a disabled user account in the Lync resource forest as enabled for Exchange Online UM, the value of the LyncHostedVoiceMail parameter must be set to “1” and added to the msExchUCVoiceMailSettings attribute. This parameter also signals Lync 2013 to light up the “call voice mail” indicator. For details, see Enable Users for Hosted Voice Mail.

If this attribute is not set by Exchange the Lync Server administrator must set it by running the Set-CsUser cmdlet; for example:

Set-CsUser -Identity "lyncUser1" -HostedVoiceMail $True

Additional notes:

· If Lync was installed in the Customer user forest, Exchange Online could be configured to use write-back to set the value of the msExchUCVoiceMailSettings attribute, but the multi-forest model described in this document assumes it is not enabled. 

· Once a disabled user account is enabled for UM, calls can be routed to it, the Call Voice Mail tab on the Lync client is activated, and the user can listen to Voice Mail. 

· If both the msExchUCVoiceMailSettings attribute and the UM proxy address settings are present in a user account, the msExchUCVoiceMailSettings attribute takes precedence. For details, see Hosted Exchange User Management.
7.2.2.3 Enable the disabled user accounts to receive UM messages
Perform this step on disabled user accounts that you want to enable for Exchange Online UM:

Use Active Directory synchronization to add the following value to the proxyAddresses attribute:

SMTP:lyncUser1@contoso.com

7.2.2.4 Synchronize Lync resource forest disabled user account with Customer user forest account
For each new user account:

79. Copy the hex string stored in the ObjectSID attribute

80. Paste it into the msRTCSIP-OriginatorSID attribute

This attribute mapping enables pass through authentication, making it possible for users in the Customer user forest to access services in the Lync resource forest.
7.2.2.5 Optional: Enable OWA for IM integration
Exchange Outlook Web Access (OWA) supports integration with Lync Server instant messaging (IM). However, there are specific configuration changes required in the Lync resource forest for Exchange Client Access Server (CAS). For details, see Enable Exchange 2013 Outlook Web App and IM Integration.

7.2.2.6 Confirm Attribute Mapping (Customer user forest to Lync resource forest)
The following table summarizes the attribute mapping required between an account in the Customer user forest and the corresponding disabled user account in the Lync resource forest. The attribute mapping can be automated using an identity management application such as FIM (recommended), or performed manually using scripts.
Table 12: Customer User Forest to Lync Resource Forest (Partner-Hosted) Attribute Mapping Table
	Attribute
	Enabled user account (lyncUser1) in the Customer user forest
	Disabled user account for lyncUser1 in the Lync resource forest

	Cn
	lyncUser1
	lyncUser1

	ObjectSID
	SIDlyncUser1
	Not used

	msRTCSIP-OriginatorSID
	Not used
	SIDlyncUser1

	telephoneNumber
	1 425 555-1234
	1 425 555-1234

	displayName
	lyncUser1
	lyncUser1

	givenName
	lyncUser1
	lyncUser1

	sn (surname)
	
	

	dn (distinguished name)
	
	

	groupType
	
	

	physicalDeliveryOfficeName
	4500
	4500

	l (city) 
	Redmond
	Redmond

	st (state)
	WA
	WA

	Country
	U.S.A
	U.S.A

	Title
	Director
	Director

	Mail
	Not used
	This value originates from the disabled user account in the Exchange Online resource forest and must be populated manually or through DirSync

For example: lyncUser1@contoso.com

	Company
	Contoso
	Contoso

	Thumbnailphoto
	Not used
	Scenario 1: pull this from the user account in the Customer user forest and push to both Lync and Exchange Online resource forests

Scenario 2: use Exchange cmdlets to set it, write it back to the Customer user forest and push to the disabled user account in the Lync resource forest

	Manager
	User A
	User A

	Department
	Department
	Department

	proxyAddresses
	Not used
	This value is populated when the disabled user account is enabled for Lync 

SIP proxy address

For example: sip:lyncUser1@contoso.com

For Lync users with on-premises mailboxes, all three of the following attributes must be populated manually or through DirSync

For Lync users with Online mailboxes, only the SMTP attribute is required

EUM:lyncUser1@contoso.com;phone-context=TESTDP01.contoso.com

eum:51212;phone-context=TESTDP01.contoso.com

SMTP:lyncUser1@contoso.com

	msRTCSIP-Line
	Not used
	Populated when the disabled user account is enabled for Lync

	msExchUCVoicemailSettings
	Not used
	This value is only set for Lync users that have Online mailboxes. It is set by either the Exchange or Lync service provider. In the multi-forest model it is populated from the Customer user forest using DirSync and set to indicate that UM was enabled by Lync (i.e., by setting the ExchangeHostedVoiceMail attribute to “1”)

LyncHostedVoiceMail=1

(Enabled by Lync)

LyncHostedVoiceMail=0

(Disabled by Lync)

ExchangeHostedVoiceMail=1

(Enabled by Exchange)

ExchangeHostedVoiceMail=0

(Disabled by Exchange)


7.2.3 Step 3 – Provision Mailbox Accounts for Exchange Online
The Exchange Online resource forest hosts only enterprise application servers and does not contain any primary user accounts. Enabled user accounts from the Customer user forest are represented as enabled user accounts in the Exchange Online resource forest. 

There are 2 new attributes associated with enabled user accounts in the Exchange Online resource forest:
· UserPrincipalName

· MicrosoftOnlineServicesID

The UserPrincipalName attribute is populated from the Customer user forest Active Directory when the user accounts are created in the Exchange Online resource forest. The contents of UserPrincipalName are then used to populate MicrosoftOnlineServicesID attributes. These user accounts are enabled for Exchange Server and optionally for Exchange UM.
7.2.3.1.1 Create enabled user accounts in the Exchange Online resource forest
From the Customer user forest, initiate DirSync for Exchange.
7.2.3.1.2 Configure the Exchange enabled user accounts
From the Exchange Online resource forest, the Exchange enabled user account needs to:

· Have the Lync user’s SIP URI embedded in the EUM string of the proxyAddresses attribute. This is required for OWA so that the user can start an IM session from within OWA

This value should be created automatically once a mailbox is created for the enabled user account in the Exchange Online resource forest

· Be enabled for Instant Messaging

· Be enabled with an Exchange mailbox

7.2.3.2 Create an Exchange mailbox
For example, this will create a mailbox for lyncUser1. The contoso domain is in the Customer user forest. The user account exchonline\Admin01 is used to access the linked domain controller.

New-Mailbox -Database "Mailbox Database 1" -Name "lyncUser1" -LinkedDomainController "DC01contoso" -LinkedMasterAccount contoso\lyncUser1 -OrganizationalUnit Users -UserPrincipalName lyncUser1@contoso.com -LinkedCredential:(Get-Credential exchonline\Admin01)

7.2.3.3 Synchronize Exchange Online resource forest enabled user account with the corresponding enabled user account in the Customer user forest
This step is shown for reference but technically, the mapping of the ObjectSID value into the msExchMasterAccountSID attribute should happen automatically when running the New-Mailbox cmdlet. If for some reason attribute mapping didn’t occur, do the following:

For each new user account:

81. Copy the hex string stored in the attribute ObjectSID

82. Paste it into the msExchMasterAccountSID attribute

This attribute mapping enables pass through authentication, making it possible for users in the Customer user forest to access services in the Exchange Online resource forest.
7.2.3.4 Enable Lync EUM routing
Add user’s Lync SIP URI to the Exchange enabled user account’s proxyAddresses attribute. For example, sip:lyncUser1@contoso.com.

7.2.3.5 Confirm Attribute Mapping required for Exchange Rich Coexistence (Customer user forest)
The following attributes must be modified in the Customer user forest to support Rich Coexistence. Attribute modification occurs automatically if Exchange Online write-back is configured, but otherwise, the attributes must be modified during the Identity Management process.

The Customer user forest Active Directory does not receive updates from the Lync resource forest Active Directory, but will need to support write-back requests from the Exchange resource forest to support features such as online archiving, configuration of safe / blocked senders and online UM. See Plan for directory synchronization for Office 365 for details.

Table 13: Attributes Required for Exchange Online Rich Coexistence
	Attribute
	Feature

	msExchSafeSendersHash

msExchBlockedSendersHash

msExchSafeRecipientHash
	Filtering Coexistence

Enables on-premises filtering using cloud safe/blocked sender info

	msExchArchiveStatus
	Cloud Archive

Allows on-premises users to archive mail to the Office 365 service

	ProxyAddresses (cloudLegDN)
	Mailbox off-boarding

Enables off-boarding of mailboxes back to on-premises

	msExchUCVoiceMailSettings
	Voicemail Co-Existence

Enables on-premises mailbox users to have Lync in the cloud


7.2.4 Step 4 – Provision Mailbox Accounts for Exchange on-premises

Mailboxes in the Customer user forest require a corresponding Mail Contact object in the Exchange resource forest. This allows on-premises users to see Calendar/Free-busy information for Exchange Online dedicated users (and vice-versa). Perform the following steps to Provision Mailbox Accounts.

In the Customer user forest:
83. Create a user account, for example Lyncuser1.

84. Create an Exchange mailbox.
Run the following cmdlet to create an Exchange mailbox for lyncUser1 in the Customer user forest and enable it for Exchange using the TESTDP02 Dial Plan.

Enable-Mailbox -Identity LyncUser1 -Alias LyncUser1 -Database {DatabaseName} -PrimarySMTPAddress LyncUser1@contoso.com

85. Enable Lync EUM routing.

Add user’s Lync SIP URI to the Exchange user account’s proxyAddresses attribute, for example, sip:lyncUser1@contoso.com.

In the Exchange resource forest:
86. Create a corresponding contact object in the Exchange resource forest.

To create a mail contact object in the Exchange forest for a user with an on-premises mailbox:

New-MailContact -Name LyncUser1 -DisplayName LyncUser1 -ExternalEmailAddress LyncUser1@contoso.com

87. Confirm Attribute Mapping (Customer user forest to Exchange Online resource forest).

The following table summarizes the attribute mapping required between an account in the Customer user forest and the corresponding user accounts. The attribute mapping can be automated using an identity management application such as FIM (recommended), or performed manually using scripts.
Table 14: Customer User Forest to Exchange Online Resource Forest (multi-tenant) Attribute Mapping Table
	Attribute
	Enabled user account (lyncUser1) in the Customer user forest
	Corresponding Mail Contact object for lyncUser1 in the Exchange resource forest

	Cn
	lyncUser1
	lyncUser1

	ObjectSID
	SIDlyncUser1
	

	telephoneNumber
	1 425 555-1234
	1 425 555-1234

	displayName
	lyncUser1
	lyncUser1

	givenName
	lyncUser1
	lyncUser1

	sn (surname)
	
	

	dn (distinguished name)
	
	

	groupType
	
	

	physicalDeliveryOfficeName
	4500
	4500

	l (city) 
	Redmond
	Redmond

	st (state)
	WA
	WA

	Country
	U.S.A
	U.S.A

	Title
	Director
	Director

	Mail
	These values are populated when the mailbox is created

For example, lyncUser1@contoso.com
	lyncUser1@contoso.com

	Mailnickname
	lyncUser1
	lyncUser1

	Company
	Contoso
	Contoso

	Thumbnailphoto
	
	

	Manager
	User A
	User A

	Department
	Department
	Department

	targetAddress
	
	lyncUser1@contoso.com

	proxyAddresses
	These values are populated when the mailbox is created. These values will be populated using EMS or PowerShell. 

EUM:lyncUser1@contoso.com;phone-context= TESTDP02.contoso.com

eum:34567;phone-context= TESTDP02.contoso.com

SMTP:lyncUser1@contoso.com) 

This value must be populated manually or through  DirSync:

SIP proxy address

For example, sip:lyncUser1@contoso.com
	SMTP:lyncUser1@contoso.com


8 Appendix A
8.1 Resources
· Office 365
· Forefront Online Protection for Exchange 

· Hosted Exchange Unified Messaging Integration
· Configure Lync Server 2013 to Work with Unified Messaging on Microsoft Exchange Server
· How Domain and Forest Trusts Work
· Supported Active Directory Topologies
· Accessing Resources Across Forests
· Understanding the Microsoft Federation Gateway
· Providing Lync Server 2013 Users Voice Mail on Hosted Exchange UM
· Enable Users for Hosted Voice Mail
8.2 Lync Resource Forest Modifications Required to Support Hosted UM
Lync Server 2013 introduces a new user attribute named msExchUCVoiceMailSettings, which is created as part of the Lync Server Active Directory schema preparation. This multi-valued attribute holds voice mail settings that are shared by Lync Server and Exchange Online.

Exchange Online may in some cases set the value of the msExchUCVoiceMailSettings attribute in the process of enabling Exchange UM, or during the process of transferring mailboxes to a hosted Exchange Server. If this attribute is not set by Exchange Online, the Lync Server administrator must set it by running the Set-CsUser cmdlet.

Basically, there are two steps required to configure the Lync resource forest and disabled user accounts to access Exchange Online UM:

88. Configure the Hosted Voice Mail Policy (Lync uses this policy to determine where to route voice mail calls
· Destination of online Exchange (“exap.um.outlook.com”)

· Domains of the tenant (contoso.com; fabrikam.com, etc.)

89. Enable Users for UM
· From a Lync perspective (in addition to enabling a user for UM in the EMC (Exchange Management Console), there is an attribute on each Lync enabled user that tells us that a given user is enabled for VM so we know how to route a call to them, to add info to the “Call Voice Mail” tab on the Lync client, and listen to Voice Mail.

Note   The Hosted Voice Mail policy is ignored by any Exchange on-premises users when it does routing.
For reference, the following table indicates the four possible values that can be assigned to the msExchUCVoiceMailSettings Attribute.
Table 16: Values Available for the msExchUCVoiceMailSettings Attribute
	Value
	Notes
	Meaning

	ExchangeHostedVoiceMail=1
	Enabled by Exchange
	User has been enabled for hosted UM access by Exchange Server. The Lync Server ExUM Routing application will check the user’s hosted voice mail policy for routing details.

	ExchangeHostedVoiceMail=0
	Disabled by Exchange
	User has been disabled for hosted UM access by Exchange Server.

	LyncHostedVoiceMail=1
	Enabled by Lync
	User has been enabled for hosted UM access by Lync Server. The Lync Server ExUM Routing application will check the user’s hosted voice mail policy for routing details.

	LyncHostedVoiceMail=0
	Disabled by Lync
	User has been disabled for hosted UM access by Lync Server.


The following comparison describes how Lync servers determine whether a user is configured to use   UM services on-premises or Online:

Example of User Configuration with on-premises UM

lyncUser1 – Locate on-premises UM using proxyAddresses attribute

EUM:lyncUser1@contoso.com;phone-context=TESTDP01.contoso.com

EUM:51212;phone-context=TESTDP01.contoso.com

Example of User Configuration with Online UM

lyncUser2 – Locate Exchange Online UM using msExchUCVoiceMailSettings Attribute

LyncHostedVoiceMail=1
(LyncHostedVoiceMail=1 Indicates that lyncUser2 is enabled for Exchange Online UM and to look at the Lync Hosted Voicemail Policy to locate Exchange Online UM servers)

Using these two examples, Lync routing will send:

· Voice message for lyncUser1 to the appropriate UM servers as defined

· Voice messages for lyncUser2 to the Edge and ultimately Hosted UM servers
8.2.1 Lync Hosted Voice Mail policy
If a user is configured to use Exchange Online UM, they will have a Hosted Voice Mail policy assigned to them. It is used in conjunction with the msExchUCVoiceMailSettings attribute, which is set on the disabled user account of each user that is configured for Exchange Online UM. It is set globally by default but can be overridden at the site and user level. It takes the following parameters:

· Destination: exap.um.outlook.com

(Points to where Lync should route voice message traffic)

· Organization: contoso.com
(Enables UM serve to resolve tenant)
For details, see Hosted Exchange UM Routing.

Lync Server references the user’s Hosted Voice Mail Policy for determining where to route voice messaging calls but there are two potential issues associated with this process:

Issue 1 – If Lync is in a different forest than Exchange on-premises prior to moving the MBX Online (or to a different resource forest), then the value will be set in the forest the MBX was moved from (i.e. the Customer user forest) and something like FIM will be needed to copy this attribute to the disabled user object in the Lync resource forest

Issue 2 – New users that are added directly into Exchange Online UM may not get this attributed replicated on-premises. The workaround for this issue is to configure Exchange Online write-back:

The write-back solution is intended to address this but since Lync is in its own resource forest, and the write-back occurs to the user object in the Customer user forest, you still need a way to get it to the disabled user object in the  Lync resource forest

The catchall is for the Lync admin to modify the set the appropriate attributes directly on the user account in the Lync forest or modify them on the user account in the Customer user forest and use DirSync to push the changes to the Lync resource forest.
8.3 Claims Based Authentication Example
A claim is a statement that one subject makes about itself or another subject. The statement can be about a name, identity, key, group, privilege, or capability, for example. Claims are issued by a provider, and they are given one or more values and then packaged in security tokens that are issued by an issuer, commonly known as a security token service (STS).

A familiar analogy is the authentication protocol you follow each time you visit an airport. You can't simply walk up to the gate and present your passport or driver's license. Instead, you must first check in at the ticket counter. Here, you present whatever credential makes sense. If you're going overseas, you show your passport. For domestic flights, you present your driver's license. After verifying that your picture ID matches your face (authentication), the agent looks up your flight and verifies that you've paid for a ticket (authorization). Assuming all is in order, you receive a boarding pass that you take to the gate.

A boarding pass is very informative. Gate agents know your name and frequent flyer number (authentication and personalization), your flight number and seating priority (authorization), and perhaps even more.

There is also special information on the boarding pass. It is encoded in the bar code and/or the magnetic strip on the back. This information (such as a boarding serial number) proves that the pass was issued by the airline and is not a forgery. 

In essence, a boarding pass is a signed set of claims made by the airline about you. It states that you are allowed to board a particular flight at a particular time and sit in a particular seat. Agents don't need to think very deeply about this; they simply validate your boarding pass, read the claims on it, and let you board the plane.

There may be more than one way of obtaining the signed set of claims that is your boarding pass. You might go to the ticket counter at the airport, or you might use the airline's web site and print your boarding pass at home. The gate agents boarding the flight don't care how the boarding pass was created; they don't care which issuer you used, as long as it is trusted by the airline. They only care that it is an authentic set of claims that give you permission to get on the plane.

In software, this bundle of claims is called a security token. Each security token is signed by the issuer who created it. A claims-based application considers users to be authenticated if they present a valid, signed security token from a trusted issuer.

8.4 How Single Sign on (SSO) Works in Office 365
Single sign-on, also called identity federation, provides users with the ability to use their corporate credentials to get single sign-on (SSO) to cloud services such as those in Microsoft Office 365 for enterprises. Generally, single sign-on uses a trust model, based on signed token exchanges, where an on-premise federation server is used to generate signed tokens for authenticated users. In the case of Office 365, Microsoft uses the WS-Federation protocol as described on MSDN. Additionally, the formal specification for the WS-Federation protocol can be found here.
This article describes how single sign-on works in Office 365, concentrating on the interaction of the key components involved – the client, the Active Directory Federation Services (AD FS) server (used to federate your Active Directory to the Office 365 services), Office 365, and the Microsoft Federation Gateway.

The high level steps include the following:

90. The AD FS server authenticates the user against Active Directory, generates a Security Assertion Markup Language (SAML) 1.1 logon token, and encrypts it using a local (self-signed) certificate. This SAML 1.1 logon token contains information (known as claims or security assertions) sourced from Active Directory that allows the Microsoft Federation Gateway to match the user to a shadow cloud identity:

· The User Principle Name (UPN) of the user 

· A unique, rename-safe identifier for the user, which by default is the Active Directory Object GUID 

91. The client machine passes this SAML 1.1 logon token to the Microsoft Federation Gateway. Note: The client is not able to decrypt the token. 

92. The Microsoft Federation Gateway decrypts the SAML 1.1 logon token using the previously shared certificate[i], locates the corresponding user, and issues a signed service token that the services in Microsoft Office 365 require. 

It is important to note that each on-premises user is also represented as a cloud-based identity; the information within the SAML 1.1 logon token allows the Microsoft Federation Gateway to link the two identities and pass the service token to Office 365. With single sign-on, the cloud-based identity does not have an associated password and must be authenticated by the on-premises Active Directory. The cloud-based identity is required because Office 365 only supports cloud-based identities. The following diagram shows how this model works.


Figure 5: Cloud-based identity model

The following diagram shows the client interaction with the various components during a web browser experience (also known as a passive logon or the passive profile). Rich clients such as Microsoft Lync use a slightly different mechanism (known as the active profile), but the exchange of tokens is the same.


Figure 6: Client interactions for passive login
The authentication flow is as follows:
93. The client attempts to connect to a service in Office 365. The service will challenge the client to provide a service token to allow access.

94. The client will be redirected to the Microsoft Federation Gateway. The Microsoft Federation Gateway will redirect the client to the on-premises AD FS server to obtain a logon token as part of the home realm discovery step. Note: This step is generally skipped for active clients (for example, Microsoft Lync) because this data is gathered in the background and thus the client will attempt to connect directly to the AD FS server without the redirection step.
95. The client connects to the AD FS server and is challenged to provide its identity. The client will automatically reply with its locally cached Active Directory credentials. 
Note:   Non-domain joined computers will prompt for these credentials.
96. The AD FS server validates the credentials in Active Directory and gathers the data required by the Microsoft Federation Gateway (such as the user’s UPN) to allow the local account to be mapped to the cloud identity.
97. Active Directory returns the data requested by AD FS and confirms the identity of the user. AD FS generates a SAML 1.1 logon token from this data and signs it with its signing key.
98. The AD FS server returns the signed and encrypted SAML 1.1 logon token, containing claims about the user such as the user’s UPN. 
Note:   The SAML 1.1 logon token is signed such that the Microsoft Federation Gateway is able to verify that the SAML token originated from the trusted authority for the federated domain.
99. The client sends the encrypted SAML 1.1 logon token to the Microsoft Federation Gateway which decrypts the token, validates it, and transforms it into a service token that is sent to the client for use with Office 365, signed by the Microsoft Federation Gateway.
100. The client sends the service token received from the Microsoft Federation Gateway to the relying party service (such as Microsoft Lync Online) in Office 365. The relying party verifies that the service token was signed by the Microsoft Federation Gateway – thus verifying that the token represents an authenticated user. The relying party service uses the claims inside the service token to look up the user in the service’s directory and then determines whether the user has access rights to the requested resources. Subsequent logons to Office 365 use a cookie/cached service token and will not require further validation until the token expires. Note: Expiration is controlled by both the AD FS server and Office 365.
At no time during this process was the user’s on-premises password sent to any remote system that the IT administrator did not have complete control over.

[i] The public portion of the signing certificate was shared with the Microsoft Federation Gateway as part of the trust provisioning step that occurs when running the Microsoft Online Services Module for Windows PowerShell.

For details, see Overview of single sign-on for Office 365.
8.5 Manual Account Creation Process
You can manually create users by running the following cmdlets:

Get-CsUser -Identity lyncUser1 | fl *

Enable-CsUser -Identity "lyncUser1" -RegistrarPool "pool01.lyncpartner.com" -SipAddressType SamAccountName -SipDomain contoso.com

Disable-CsUser -Identity lyncUser1

Set-CsUser -identity lyncUser1 -EnterpriseVoiceEnable $True -LineURI Tel:+18005551212 -PrivateLine "Tel:+18005551212"
Note   Disable-CsUser deletes all a user’s attribute information; it is removed from the backend databases and any conferences scheduled by that user will be deleted. To avoid permanent loss of this information, use Set-CsUser instead of Disable-CsUser.
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